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前言

国际标准化组织（ISO）与国际电工委员会（IEC）共同构建了全球标准化体系。作为
ISO或IEC成员的各国机构，通过各自组织设立的技术委员会参与国际标准制定，这些
委员会专门负责特定技术领域的标准化工作。ISO与IEC的技术委员会在共同关注的领
域开展协作。此外，其他国际组织（包括政府机构和非政府组织）在与ISO及IEC保持
联络后，也会参与相关标准化工作。

ISO/IEC指令第1部分描述了本文件编制和后续维护所用的程序，特别是不同类型的文
件需要不同的批准标准，本文件是按照ISO/IEC指令第2部分的编辑规则起草的（参见
www.iso.org/directives或www.iec.ch/members_experts/refdoc s）。

ISO与IEC提醒注意，本文件的实施可能涉及使用(a)项专利。ISO与IEC不对相关专利权
利的有效性、适用性或证据真实性表明立场。截至本文件发布时，ISO与IEC尚未收到
可能需要实施本文件的(a)项专利通知。但需特别提醒实施方，这些信息可能并非最新
动态，相关数据可从www.iso.org/patents和https://patents.iec.ch的专利数据库获取。ISO与
IEC不对识别任何或全部此类专利权利承担法律责任。

本文件中使用的任何商品名称均为为方便用户而提供的信息，不构成认可。

有关标准的自愿性质、与合格评定相关的ISO特定术语和表达的含义以及ISO对世界贸
易组织（WTO）技术性贸易壁垒（TBT）原则的遵守情况的信息，请参阅www.iso.org/
iso/foreword.html。在IEC中，参见www.iec.ch/understanding-standards。

本文件由联合技术委员会ISO/IEC JTC 1， 信息技术 ，小组委员会SC 42， 人工智能编
制。

有关此文档的任何反馈或问题应直接发送至用户所在国的标准化机构。可在www.iso.
org/members.html和www.iec.ch/national-committees上找到这些机构的完整列表。

© ISO/IEC 2023 - 保留所有权利 v
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介绍

人工智能（AI）正日益广泛地应用于所有采用信息技术的领域，并有望成为主要的经
济驱动力之一。这一趋势的后果是，某些应用在未来几年可能引发社会挑战。

本文件旨在帮助组织负责任地履行其在人工智能系统方面的作用（例如使用、开发、
监控或提供利用人工智能的产品或服务）。人工智能可能引发特定考量因素，例如：

— 人工智能（AI）用于自动决策时，若以不透明且不可解释的方式运作，可能需要超
出传统IT系统管理范畴的专门管理措施。

— 采用数据分析、洞察力和机器学习而非人工编码逻辑来设计系统，既拓展了人工智
能系统的应用前景，又改变了这类系统开发、论证和部署的方式。

— 持续学习的AI系统在使用过程中会改变其行为。需要特别考虑如何确保其行为变化
时仍能继续负责任地使用。

本文件为组织在建立、实施、维护及持续改进人工智能管理体系方面提供了规范要
求。各组织在应用这些要求时，应重点关注人工智能特有的功能特性。对于人工智能

的某些特性——例如持续学习与优化的能力，或缺乏透明度与可解释性——若其引发

的额外顾虑超过传统工作方式的考量，可能需要采取不同的保障措施。采用人工智能
管理体系来扩展现有管理架构，是组织层面需要做出的战略决策。

该组织的需求与目标、流程、规模与结构，以及各利益相关方的期望，均影响着人工
智能管理体系的建立与实施。另一组影响因素包括人工智能的多种应用场景， 以及在
治理机制与创新之间寻求适当平衡的必要性。各组织可选择采用基于风险的方法来实
施这些要求， 以确保针对组织范围内的特定人工智能用例、服务或产品实施适当级别
的控制。所有这些影响因素均需定期变更并进行审查。

人工智能管理系统需与组织流程及整体管理体系深度融合。在流程设计、信息系统构
建及管控措施制定时，应充分考量人工智能相关具体问题。此类管理流程的关键范例
包括：

— 确定组织目标、利益相关方参与及组织政策；

— 管理风险与机遇；

— 管理人工智能系统可信度相关问题的流程，包括安全、公平、透明、数据质量及人
工智能系统全生命周期质量；

— 用于管理供应商、合作伙伴及第三方的流程，这些第三方为组织提供或开发人工智
能系统。

本文件为实施相关控制措施以支持此类流程提供了指导原则。

本文件不提供管理流程的具体指导。组织可综合运用通用框架、其他国际标准及自身
经验，实施适用于特定人工智能应用场景、产品或服务范围内的关键流程，如风险管
理、生命周期管理和数据质量管理。
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符合本文件要求的组织可生成其在人工智能系统相关职责中责任与问责的证据。

本文件中要求的呈现顺序并不反映其重要性，亦不暗示实施顺序。所列项目仅为参考
目的。

与其他管理体系标准的兼容性

本文件采用统一结构框架（包括相同的条款编号、条款标题、文本内容及通用术语与
核心定义）， 旨在提升管理体系标准（MSS）之间的协调一致性。人工智能管理体系
针对组织使用人工智能时产生的问题与风险，制定了专门的管理要求。这种统一标准
的实施方式，有助于确保与质量、安全、保密及隐私等相关管理体系标准的兼容性与
一致性。

ISO27001-2013 信息技术 安全技术 信息安全管理体系内审员培训
https://www.pinzhi.org/forum.php？mod=viewthread&tid=69586

ISO/IEC-27000：2016信息技术 - 安全技术信息安全管理体系 -概述
和https://www.pinzhi.org/forum.php？mod=viewthread&tid=58973

ISO 20000-1：2018《 信息技术 服务管理 第一部分 服务管理体系要求 》

华为信息安全管理体系考察表 信息安全系统审计https://www.pi-
nzhi.org/forum.php？mod=viewthread&tid=71380

ISO/IEC 20000-1《 信息技术服务管理 》 和ISO /IEC 27001《 信息安全管理体

系 》https://www.pinzhi.org/forum.php？mod=forumdisplay&fid=79

《 生产过程质量控制 通信一致性测试方

法 》https://www.pinzhi.org/forum.php？mod=viewthread&tid=
78372

《 隐私信息管理体系 》[ 中文译本 ]

ISO/IEC 27701：2019《 隐私信息管理体系标准 》

ISO27701- 2019手册程序文件表单全套文件（373页 Word文
档）https://www.pinzhi.org/forum.php？mod=viewthread&tid=
83870

ISO/IEC 29100：2011 安全技术-隐私框架 标准https://www.pinzhi.
org/forum.php？mod=viewthread&tid=72491

ISO/IEC 20000-1《 信息技术服务管理 》 和ISO /IEC 27001《 信息安全管理体

系 》https://www.pinzhi.org/forum.php？mod=forumdisplay&fid=79

https://www.pinzhi.org/forum.php
https://www.pinzhi.org/forum.php
https://www.pi
https://www.pinzhi.org/forum.php
https://www.pinzhi.org/forum.php
https://www.pinzhi.org/forum.php
https://www.pinzhi
https://www.pinzhi.org/forum.php
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国际标准 ISO/IEC 42001:2023(E)

信息技术——人工智能——管理系统

1 范围

本文件规定了在组织背景下建立、实施、维护及持续改进人工智能（AI）管理体系的
要求与指导原则。

本文件适用于提供或使用人工智能系统产品及服务的组织， 旨在帮助其负责任地开
发、提供或使用人工智能系统，以实现组织目标，满足相关要求、利益相关方义务及
预期。

本文件适用于任何组织，无论其规模、类型和性质如何，只要该组织提供或使用利用
人工智能系统的产品或服务。

2 规范性参考文献

本文引用下列文件时，其部分内容或全部内容均构成本文件的要求。对于标注日期的
引用，仅引用的版本适用；对于未标注日期的引用，适用所引用文件的最新版本（包
括任何修订）。

ISO/IEC 22989：2022，信息技术——人工智能——人工智能概念与术语

3 术语和定义

就本文件而言，适用ISO/IEC 22989及下述条款中给出的术语与定义。

ISO和IEC维护术语数据库，用于标准化工作，地址如下：

- ISO在线浏览平台：可在https://www.iso.org/obp获取

— IEC Electropedia：可在https://www.electropedia.org/获取

3.1
组织

具有自己的职能、责任、权限和关系以实现其目标 的个人或群体（ 3.6）

注1：组织概念包括但不限于以下形式：个体经营者、公司、法人实体、企业、机构、合伙企
业、慈善组织或非营利机构，无论是否注册成立，无论公私性质。

注2：如果组织是较大实体的一部分，则术语“组织”仅指较大实体中在人工智能管理系统范围内
的部分（ 3.4）。

3.2
有关的当事人

人或组织（ 3.1）可能受决策或活动影响、被其影响或自认为受影响的组织

条目注释1：ISO/IEC 22989：2022标准第5. 19节对人工智能相关利益方进行了概述。

https://www.iso.org/obp/ui
https://www.electropedia.org/
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3.3
高管理层

组织（ 3.1）最高层的指挥和控制者

条目注释1：最高管理层有权在组织内部授权并提供资源。

注2：如果管理体系（ 3.4）的范围仅涵盖组织的一部分，则最高管理层指指导和控制该组织部分
的人员。

3.4
管理系统

组织（ 3.1）为制定政策（ 3.5）和 目标（ 3.6），以及实现这些目标的过程（ 3.8）而相互
关联或相互作用的要素的集合

条目注释1：管理系统可针对单一学科或多个学科。

条目注释2：管理体系要素包括组织结构、职责分工、规划与运营。

3.5
政策

组织的最高管理层正式表达的意图和方向（ 3.1）

3.6
客观的

预期结果

条目注释1： 目标可分为战略、战术或操作层面。

注2： 目标可以涉及不同学科（如财务、健康和安全以及环境）。例如， 目标可以是整个组织
的，也可以是针对项目、产品或流程的（ 3.8）。

条目注释3： 目标可通过其他方式表述，例如作为预期结果、 目的、操作标准、人工智能目标，
或使用具有相似含义的其他词汇（如aim、goal或target）。

注4：在管理系统（ 3.4）方面，组织（ 3.1）根据与人工智能政策（ 3.5）一致，设定人工智能目标，
以实现特定结果。

3.7
风险

不确定性效应

条目注释1：效应是指与预期值（正向或负向）的偏离。

条目注释2：不确定性是指与某一事件、其后果或可能性相关的、理解或知识方面信息的不足状
态，即使这种不足是部分的。

条目注释3：风险通常通过潜在事件（如ISO指南73所定义）及其后果（如ISO指南73所定义）
或两者的组合来表征。

条目注释4：风险通常以事件后果（包括环境变化）与发生可能性（如ISO指南73所定义）的组
合形式表示。

3.8
过程

一组相互关联或交互的活动，通过使用或转化输入来实现结果

注1：一个过程的结果是否称为输出、产品或服务取决于参考的上下文。

2 © ISO/IEC 2023 一 保留所有权利
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3.9
能力

运用知识与技能达成预期目标的能力

3.10
有据信息

组织（ 3.1）必须控制和维护的信息以及所包含的信息介质

条目注释1：记录的信息可以采用任何格式和媒介形式，并且可以来自任何来源。

条目注释2：记录的信息可参考：

管理制度（3.4），包括相关流程（3.8）；

— 为组织运作而创建的信息（文档）；

— 成果证据（记录）。

3.11
表演

可测结果

条目注释1：性能可涉及定量或定性结果。

注2：业绩可涉及管理活动、流程（ 3.8）、产品、服务、系统或组织（ 3.1）。

注3：在本文件中，业绩包括使用人工智能系统取得的成果和与人工智能管理系统相关的成果
（3.4）。该术语的正确解释可从其使用语境中明确得出。

3.12
持续改进

增强性能的重复活动（ 3.11）

3.13
有效

计划活动的实现程度与计划结果达成情况

3.14
要求

已声明、通常默示或具有法律约束力的需要或期望

注1：“一般含意”是指组织（ 3.1）和有关方面（ 3.2）的惯例或通常做法是，所考虑的需要或期
望是含意的。

条目注2：规定的要求是已陈述的要求，例如在文件信息（ 3.10）中。

3.15
遵从

要求（ 3.14）的履行

3.16
新教教徒

要求未获满足（ 3.14）

3.17
校正动作

消除不符合原因（ 3.16）并防止再次发生
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3.18
审计

获取证据并进行客观评价以确定达到审计准则的程度的系统和独立过程（ 3.8）

条目注释1：审计可为内部审计（第一方）或外部审计（第二方或第三方），亦可为复合审计
（整合两个或多个学科）。

注2：内部审计由组织（ 3.1）本身或由外部一方代表其进行。

注3：条目中“审计证据”与“审计准则”的定义见ISO 19011标准。

3.19
量度

过程（ 3.8）以确定一个值

3.20
监视

确定系统、进程（ 3.8）或活动的状态

条目注释1：为确定状态，可能需要进行检查、监督或严格观察。

3.21
统治

维持和/或修改风险的措施（3.7）

条目注释1：控制措施包括但不限于任何维持和/或改变风险的过程、政策、设备、实践或其他
条件和/或行动。

注2：控制措施未必总能产生预期或假定的调节效应。

[来源：ISO 31000：2018,3.8，修订—— <risk> 作为应用领域增加]
3.22
主管团体

对组织绩效与合规性负责的个人或群体

条目注释1：并非所有组织（尤其是小型组织）都设有独立于最高管理层的管理机构。

条目注释2：管理机构可包括但不限于董事会、董事会委员会、监事会、受托人或监管机构。

[来源：ISO/IEC 38500：2015,2.9，修订版——新增条目注释。]
3.23
信息安全

保密性、完整性和信息可用性的维护

注1：其他特性，如真实性、可问责性、不可抵赖性和可靠性，也可涉及。

[来源：ISO/IEC 27000：2018,3.28]

3.24
人工智能系统影响评估

指组织在开发、提供或使用人工智能产品或服务时，通过正式且有据可查的流程，对
个人、群体或两者以及社会所产生的影响进行识别、评估和应对。
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3.25
数据质量

数据满足组织特定上下文数据要求的特性[来源：ISO/IEC 5259-1：—1)3.4]
3.26
适用性声明

所有必要控制措施的文件记录（ 3.23）以及控制措施的纳入或排除依据

注1：组织可能不需要附录A列出的所有控制措施，甚至可能超出附录A列出的控制措施，由组
织自己建立额外的控制措施。

注2：所有已识别风险均应由组织按照本文件要求进行记录。所有已识别风险及为应对这些风险
而建立的风险管理措施（控制措施）均应反映在适用性声明中。

4 组织背景

4.1 理解组织及其背景

该组织应确定与其宗旨相关且影响其实现人工智能管理体系预期结果(s)能力的内外部
问题。

该组织应确定气候变化是否属于相关议题。

组织应考虑其开发、提供或使用的人工智能系统（AI）的预期用途。组织应明确其在
这些AI系统中的角色。

注1 为理解组织架构及其背景，组织可确定其相对于人工智能系统（AI系统）的角色。这些角
色可包括但不限于以下一项或多项：

— 人工智能服务提供商，包括人工智能平台提供商、人工智能产品或服务提供商；

— 人工智能生产者，包括人工智能开发人员、设计人员、操作人员、测试与评估人员、部署人

员、人为因素专家、领域专家、影响评估人员、采购人员、治理与监督人员；

— AI客户，包括AI用户；

— 人工智能合作伙伴，包括人工智能系统集成商和数据提供商；

— AI主体，包括数据主体及其他主体；

- 相关当局，包括决策者和监管者。

ISO/IEC 22989标准对这些角色进行了详细描述。此外，美国国家标准与技术研究院（NIST）的
人工智能风险管理框架中也阐述了角色类型及其与人工智能系统生命周期的关系。[29]该组织的
角色可确定本文件中要求和控制的适用性及适用范围。

注2 本条款需解决的内外部问题，可能因组织职能、管辖范围及其对人工智能管理系统预期目
标实现能力的影响而异。具体包括但不限于：

a) 外部环境相关考量因素，例如：

1) 适用的法律要求，包括禁止使用人工智能；

2) 监管机构制定的政策、指南及决策，这些文件对人工智能系统开发与应用过程中法律要
求的解释或执行具有影响；

1) 正在准备中。出版时的阶段为ISO/IEC DIS 5259-1：2023。
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3) 与预期用途及人工智能系统使用相关的激励或后果；

4) 关于人工智能开发与使用的文化、传统、价值观、规范及伦理；

5) 利用人工智能系统开发新产品与服务的竞争格局及发展趋势；

b) 内部上下文相关考量因素，例如：

1) 组织背景、治理、 目标（见6.2）、政策和程序；

2) 合同义务

3) 拟开发或使用的人工智能系统的预期用途。

注3 角色确定可以通过组织处理的数据类别相关的义务形成（例如，在处理 PII 时，个人身份信
息（PII）处理者或 PII 控制者）。有关 PII 及相关角色，请参阅ISO/IEC 29100。角色也可以根
据人工智能系统的特定法律要求来确定。

4.2 了解相关方的需求和期望

该组织应确定：

— 与人工智能管理系统相关的利益相关方；

— 相关利益方的法定要求；

——这些要求中哪些将通过人工智能管理系统得到解决。

注：相关利益方可提出与气候变化相关的诉求。

4.3 人工智能管理系统的范围界定

该组织应确定人工智能管理系统的边界和适用性，以确立其范围。

在确定该范围时，组织应考虑：

——4.1中提到的外部和内部问题；

—4.2节所述要求。

该范围应以书面形式提供。

人工智能管理体系的范围应涵盖组织在该文件要求下的各项活动，包括管理体系、领
导力、规划、支持、运行、绩效、评估、改进、控制及目标。

4.4 人工智能管理系统

该组织应根据本文件要求，建立、实施、维护、持续改进并记录人工智能管理体系，
包括所需流程及其相互作用。
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5 领导力

5.1 领导力和承诺

最高管理层应通过以下方式展现对人工智能管理体系的领导力与承诺：

——确保制定人工智能政策（见5.2）和人工智能目标（见6.2），并与组织的战略方向
相一致；

— 确保将人工智能管理系统需求整合至组织的业务流程中；

— 确保人工智能管理系统所需资源可用；

— 传达有效人工智能管理的重要性，并强调遵守人工智能管理体系要求；

— 确保人工智能管理系统实现其预期目标；

— 指导和支持相关人员为人工智能管理系统（AI管理系统）的有效性做出贡献；

——促进持续改进；

— 支持其他相关角色，以展示其在各自职责范围内的领导力。

注1本文件中对“业务”的引用可广义理解为指组织存在目的的核心活动。

注2：在组织内部建立、鼓励并示范一种负责任地使用、开发和管理人工智能系统的文化，可作
为高层管理团队展现承诺与领导力的重要方式。通过领导力确保对这种负责任方法的认知与遵
守，并支持人工智能管理系统，将有助于该系统的成功实施。

5.2 AI政策

最高管理层应制定人工智能政策，该政策应：

a) 符合该组织的宗旨；

b) 提供了一套设定人工智能目标的框架（参见6.2）；

c) 包括承诺满足适用要求；

d) 包括对人工智能管理系统持续改进的承诺。

人工智能政策应：

- 以书面形式提供；

— 参考其他组织政策；

— 在组织内部进行沟通；

— 适当时向有关各方提供。

建立AI政策的控制目标和控制措施见表A.1的A.2部分。这些控制措施的实施指南见
B.2。
注：ISO/IEC 38507标准中提供了组织在制定人工智能政策时需考虑的事项。
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5.3 角色、职责和权限

最高管理层应确保相关职位的职责与权限在组织内部得到明确分配与传达。

最高管理层应明确以下职责与权限：

a) 确保人工智能管理系统符合本文件的要求；

b) 向最高管理层汇报人工智能管理系统运行情况。

注：定义和分配角色与职责的对照见A.3.2表A.1。
本控制措施的实施指南见B.3.2。

6 规划

6.1 应对风险和机遇的行动

6.1.1 概要

在规划人工智能管理系统时，组织应考虑4.1中提到的问题和4.2中提到的要求，并确定
需要解决的风险和机会，以：

— 保证人工智能管理系统能够实现其预期目标；

-预防或减少不良反应；

— 实现持续改进。

该组织应建立并维护支持以下工作的AI风险标准：

—区分可接受与不可接受的风险；

- 开展人工智能风险评估；

— 开展人工智能风险处置；

评估人工智能风险影响。

注1：关于确定组织愿意承担或保留的风险量级与类型的相关考量，详见ISO/IEC 38507和ISO/
IEC 23894标准。

该组织应根据以下内容确定风险与机遇：

— 人工智能系统的领域与应用场景；

- 预期用途；

——4.1中描述的外部和内部环境。

注2：人工智能管理系统可涵盖多个AI系统。此种情况下，需针对每个AI系统或AI系统组别分
别确定其应用机会与用途。

该组织应制定以下计划：

a) 应对这些风险和机遇的行动；

b) 如何：

1) 将这些措施整合并落实到其人工智能管理系统流程中；

2) 评估这些措施的有效性。
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该组织应保留有关为识别和应对人工智能风险及人工智能机遇所采取行动的书面记录
信息。

注3：关于开发、提供或使用人工智能产品、系统和服务的组织如何实施风险管理的指南，详见
ISO/IEC 23894标准。

注4 组织及其活动的背景可能对组织的风险管理活动产生影响。

注5 不同行业对风险的定义方式及其风险管理构想可能存在差异。3.7本文对风险的定义采用广泛

适用的视角，可适配附录D所列各行业。但无论如何，作为风险评估的重要环节，企业首先需要
根据自身实际情况制定风险认知框架。具体可参考人工智能系统开发及应用所在行业的标准定
义，例如ISO/IEC Guide 51中关于风险的界定。

6.1.2 人工智能风险评估

该组织应制定并建立人工智能风险评估流程，该流程应：

a) 遵循并符合人工智能政策（参见5.2)和人工智能目标（见6.2）；

注：在评估6.1.2d) 1) 部分的后果时，组织可采用人工智能系统。

如6.1.4所述的冲击评估。

b) 其设计旨在使重复的人工智能风险评估能够产生一致、有效且可比的结果；

c) 识别有助于或阻碍实现其人工智能目标的风险；

d) 分析人工智能对以下方面构成的风险：

1) 评估已识别风险若实际发生，对组织、个人及社会可能造成的潜在影响；

2) 在适用情况下，评估已识别风险的实际可能性；

3) 确定风险等级；

e) 评估人工智能对以下方面的影响：

1) 将风险分析结果与风险标准进行比较（参见6.1.1）；

2) 优先评估风险以确定风险处理方案。

该组织应保留有关人工智能风险评估流程的书面记录。

6.1.3 AI风险处理

考虑到风险评估结果，组织应定义一个人工智能风险处理流程，以：

a) 选择适当的人工智能风险治疗方案；

b) 确定实施所选的AI风险处理方案所需的所有控制措施，并将这些控制措施与附录A
中的控制措施进行比较，以验证是否遗漏了必要的控制措施；

注1附录A提供了满足组织目标和解决风险的参考控制措施

与人工智能系统的设计和使用相关。

c) 考虑附件A中与实施人工智能风险处理方案相关的控制措施；

d) 确定是否需要除附录A中的控制措施之外的其他控制措施，以实施所有风险处理方
案；
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e) 考虑附录B中关于实施b)和c)项所定控制措施的指导；

注2：所选控制措施中已隐含控制目标。组织可从附录A中选取合适的控制目标及措施组
合。附录A所列控制措施并非穷尽性方案，可能需要补充其他控制目标或措施。若需超出附
录A范围的其他控制措施，组织可自行设计或从现有资源中选取。若适用，人工智能风险管
理可整合至其他管理体系中。

f) 出具适用性声明，其中包含必要的控制措施[参见b)、c)和d)]，并说明控制措施的纳
入与排除依据。排除依据可包括：风险评估认为该控制措施非必要时，或其未被适
用的外部要求所要求（或受其例外规定约束）时。

注3 该组织可提供书面依据，说明排除任何控制目标的合理性

通用的或针对特定的人工智能系统，无论是附录A所列的系统还是该组织自己建立的系统。

g) 制定人工智能风险处理方案。

该组织应获得指定管理层对人工智能风险处理计划及剩余人工智能风险接受的批准。
必要控制措施应包括：

—与6.2目标一致；

- 以书面形式提供；

— 在组织内部进行沟通；

— 适当时向有关各方提供。

该组织应保留有关人工智能风险处理流程的书面记录。

6.1.4 人工智能系统影响评估

该组织应制定评估流程，用以评估人工智能系统开发、提供或使用可能对个人或群体
（或两者）以及社会造成的潜在影响。

人工智能系统影响评估应确定人工智能系统的部署、预期用途及可预见的误用对个人
或群体（或两者）以及社会可能产生的潜在后果。

人工智能系统影响评估应考虑该系统部署的具体技术与社会背景，以及适用的司法管
辖区。

人工智能系统影响评估的结果应予以记录。在适当情况下，可将系统影响评估结果提
供给组织所定义的相关利益方。

组织应在风险评估中考虑人工智能系统影响评估的结果（见6.1.2）。A.5表A.1提供了评
估人工智能系统影响的控制措施。

注：在某些情况下（如安全或隐私关键的人工智能系统），组织可要求将特定学科的人工智能
系统影响评估（例如安全、隐私或安全影响）作为组织整体风险管理活动的一部分。

6.2 人工智能目标及其实现规划

该组织应在相关职能和层级上制定人工智能目标。

人工智能目标应：

a) 与AI政策保持一致（参见5.2）；
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b) 可测量的（如果可行的话）；

c) 考虑适用要求；

d) 监测；

e) 传达；

f) 酌情予以更新；

g) 可作为文件化信息提供。

在规划如何实现其人工智能目标时，该组织应确定：

— 将要采取什么措施；

— 需要哪些资源；

— 谁将负责；

— 完成时间；

——将如何评估结果。

注：附录C提供了与风险管理相关的AI目标的非排他性列表。为负责任开发和使用AI系统而制定的目

标和实现这些目标的措施的控制目标和控制措施见表A.1的A.6. 1和A.9.3。对这些控制措施的实施指南见

B.6.1和B.9.3。

6.3 变更规划

当组织确定需要对人工智能管理系统进行变更时，应以计划化的方式实施变更。

7 支持

7.1 资源

该组织应确定并提供建立、实施、维护及持续改进人工智能管理体系所需的资源。

注：AI资源的控制目标和控制措施见A.4表A.1。这些控制措施的实施指南见B.4条款。

7.2 能力

该组织应：

— 确定受其控制且影响其人工智能性能的工作人员所需具备的胜任能力；

— 确保这些人员具备适当教育、培训或经验，从而具备胜任能力；

在适用情况下，采取行动以获取必要能力，并评估所采取行动的有效性。

应提供适当且有文件记录的信息作为能力证明。

注1人力资源的实施指导，包括对必要专门知识的考虑，见B.4.6。
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注2 适用措施可包括：例如：为现有雇员提供培训、指导或重新分配岗位；或聘用或聘用具备
相应能力的人员。

7.3 意识

在组织控制下工作的人应知悉：

——人工智能政策（见5.2）；

— 他们对人工智能管理系统有效性的贡献，包括人工智能性能提升带来的益处；

— 不符合人工智能管理系统要求的后果。

7.4 通讯

该组织应确定与人工智能管理体系相关的内外部沟通，包括：

— 它将传达什么；

- 何时沟通；

— 与谁沟通；

——如何沟通。

7.5 有据可查的信息

7.5.1 概要

该组织的人工智能管理系统应包括：

a) 本文件要求的书面信息；

b) 经组织确认为确保人工智能管理系统有效运行所必需的书面信息。

注：由于以下原因，不同组织对人工智能（AI）管理系统的记录信息范围可能存在差异：

— 组织规模及其活动、流程、产品与服务的类型；

— 过程及其相互作用的复杂性；

——人的能力。

7.5.2 创建和更新文件信息

在创建和更新文件化信息时，组织应确保符合以下要求：

— 标识与描述（例如标题、日期、作者或参考编号）；

— 格式（如语言、软件版本、图形）和媒介（如纸质、电子）；

- 审查和批准适用性和充分性。
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7.5.3 文件信息的控制

应对人工智能管理系统和本文件要求的记录信息进行控制，以确保：

a) 它在需要时和需要的地点可用且适合使用；

b) 其受到充分保护（例如防止机密性丧失、不当使用或完整性破坏）。

为控制已记录信息，组织应针对适用情况开展以下活动：

— 分发、访问、检索和使用；

— 存储与保存，包括可读性保存；

— 变更控制（如版本控制）；

— 保留与处置。

组织确定为人工智能管理系统规划与运行所必需的外部来源记录信息，应予以适当识
别与管控。

注：访问权限可能仅指查看已记录信息的权限，或同时包含查看及修改已记录信息的权限与权
限。

8 操作

8.1 业务规划与控制

该组织应规划、实施并控制满足要求所需的过程，并执行所确定的行动。第6条，通
过：

- 制定流程标准；

— 根据标准实施对流程的控制。

组织应实施根据6.1.3确定的与人工智能管理体系运行相关的控制（例如，人工智能系统
开发和使用生命周期相关控制）。

应监测这些控制措施的有效性，如果预期结果未实现，则应考虑采取纠正措施。附录A
列出了参考控制措施，附录B提供了实施指南。

应提供必要的书面记录信息，以确保流程按计划执行。

该组织应控制计划变更，并审查非预期变更的后果，必要时采取措施减轻任何不利影
响。

该组织应确保对外提供的与人工智能管理体系相关的流程、产品或服务受到控制。

8.2 人工智能风险评估

该组织应按照相关规定开展人工智能风险评估6.1.2在计划的时间间隔或当提出或发生重
大变更时。

该组织应保存所有人工智能风险评估结果的书面记录。
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8.3 AI风险处理

组织应按照6.1.3实施AI风险处置计划，并验证其有效性。

当风险评估发现需要治疗的新风险时，应按照6.1.3对这些风险执行风险治疗过程。

如果风险治疗方案定义的风险治疗方案无效，则应根据6.1.3对这些治疗方案进行审查和
重新确认，并更新风险治疗方案。

该组织应保存所有人工智能风险处理结果的书面记录。

8.4 人工智能系统影响评估

组织应按照6.1.4规定的计划时间间隔或当拟进行重大变更时，执行人工智能系统影响评
估。

该组织应保存所有人工智能系统影响评估结果的书面记录。

9 绩效评价

9.1 监测、测量、分析和评价

该组织应确定：

— 需要监测和测量的；

— 监测、测量、分析和评估的方法，视情况而定，以确保结果有效；

— 监测与测量应执行的时间；

— 监测与测量结果应进行分析和评估。

记录信息应作为结果的证据提供。

该组织应评估人工智能管理系统的性能与有效性。

9.2 内部审计

9.2.1 概要

该组织应按计划间隔开展内部审核， 以提供关于人工智能管理系统是否符合要求的信
息：

a) 符合：

1) 该组织对自身人工智能管理系统的具体要求；

2) 本文件的要求；

b) 有效实施并持续维护。

9.2.2 内部审计方案

该组织应规划、建立、实施并维护（一项）或多项审计计划，包括频率、方法、职
责、规划要求及报告。
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在制定内部审计计划时，组织应充分考虑相关流程的重要性及既往审计结果。

该组织应：

a) 明确每次审计的目标、标准及范围；

b) 选择审计师并开展审计，以确保审计过程的客观性和公正性；

c) 确保审计结果及时上报至相关管理层。

记录信息应作为审计计划（或多个审计计划）实施及审计结果的证明材料。

9.3 管理审查

9.3.1 概要

最高管理层应按计划定期审查组织的人工智能管理体系， 以确保其持续适用性、充分
性和有效性。

9.3.2 管理评审输入

管理评审应包括：

a) 既往管理评审中采取措施的执行情况；

b) 与人工智能管理系统相关的内外部问题的变化；

c) 与人工智能管理系统相关的利益相关方需求和期望的变化；

d) 人工智能管理系统性能信息，包括以下趋势：

1) 不符合项及纠正措施；

2) 监测和测量结果；

3) 审计结果；

e) 持续改进的机会。

9.3.3 管理评审结果

管理评审的结果应包括与持续改进机会相关的决策， 以及是否需要对人工智能管理体
系进行变更。

记录信息应作为管理评审结果的证据提供。

10 改善

10.1 持续改进

该组织应持续改进人工智能管理系统的适用性、充分性及有效性。
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10.2 不符合项及纠正措施

当发生不符合项时，组织应：

a) 针对不符合项作出反应，并在适用情况下：

1) 采取行动控制和纠正；

2) 处理后果；

b) 评估是否需要采取行动消除不符合项的原因， 以防止其再次发生或在其他地方出
现，具体方法如下：

1) 审查不符合项；

2) 确定不符合项的原因；

3) 确定是否存在或可能发生类似的不符合项；

c) 采取一切必要措施；

d) 评估所采取的任何纠正措施的有效性；

e) 必要时对AI管理系统进行修改。

纠正措施应与所发现的不符合项的影响相适应。

记录信息应作为以下情况的证据：

— 不合格项的性质及后续采取的措施；

— 任何纠正措施的结果。
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附件A

（规范性）参考控制目标和控制措施

A.1 概要

表A.1中详述的控制措施为组织提供了实现组织目标和解决与人工智能系统设计和运行
相关风险的参考。并非表A.1中列出的所有控制目标和控制措施都必须使用，组织可以
设计和实施自己的控制措施（见6.1.3）。

附录B提供了表A.1所列所有控制措施的实施指南。

表A.1 —— 控制目标与控制措施

A.2 与人工智能相关的政策

目的：根据业务需求为人工智能系统提供管理指导和支持。

主题 控制

A.2.2 AI政策 该组织应制定并记录关于人工智能系统开发或使用的政策。

A.2.3 与其他组织政
策的协调

该组织应确定其他政策可能影响或适用于其人工智能系统目标的范围。

A.2.4 人工智能政策
综述

应按计划时间间隔或根据需要额外审查人工智能政策，以确保其持续适
用性、充分性和有效性。

A.3 内部组织

目的：在组织内部建立问责机制，以确保其对人工智能系统实施、运行和管理的负责任态度。

主题 控制

A.3.2 AI角色与职责 应根据组织需求明确并分配人工智能（AI）的角色与职责。

A.3.3 报告关注事项 该组织应定义并建立一套流程，用于在整个生命周期内报告关于组织在
人工智能系统中角色的关切。

A.4 AI系统资源

目的：确保组织对人工智能系统资源（包括AI系统组件及资产）进行核算，以全面理解并应对
相关风险与影响。

主题 控制

A.4.2 资源文件 该组织应识别并记录特定人工智能系统生命周期阶段活动所需的相关资
源，以及其他与组织相关的AI相关活动。

A.4.3 数据资源 作为资源识别的一部分，该组织应记录用于人工智能系统的数据资源相
关信息。

A.4.4 工具资源 作为资源识别的一部分，组织应记录用于人工智能系统（AI系统）的工
具资源相关信息。
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表A.1（续）

A.4.5 系统和计算资源 作为资源识别的一部分，该组织应记录有关用于人工智能系统的
系统和计算资源的信息。

A.4.6 人力资源
在资源识别过程中，组织需完整记录以下人力资源及其专业能
力：涉及人工智能系统开发、部署、运行、变更管理、维护、迁
移与退役，以及验证与集成等全流程的人员配置。

A.5评估人工智能系统的影响

目的：评估人工智能系统在其整个生命周期中对个体或群体（或两者）以及受该系统影响的社
会所产生的影响。

主题 控制

A.5.2 AI系统影响评估过

程
该组织应建立一套流程，用以评估人工智能系统在其整个生命周
期中可能对个人或群体（或两者）以及社会产生的潜在影响。

A.5.3 人工智能系统影响
评估的文档记录

组织应记录人工智能系统影响评估的结果，并在确定的周期内保留
结果。

A.5.4 评估人工智能系统
对个人或群体的影
响

该组织应评估并记录人工智能系统在整个系统生命周期中对个人
或群体可能产生的影响。

A.5.5 评估人工智能系统
对社会的影响

该组织应评估并记录其人工智能系统在整个生命周期中的潜在社
会影响。

A.6人工智能系统生命周期

A.6.1 人工智能系统开发的管理指南

目的：确保组织识别并记录目标，并实施负责人工智能系统设计与开发的流程。

主题 控制

A.6.1.2 人工智能系统责任

开发目标
该组织应识别并记录指导负责开发人工智能系统的目标，并在开
发生命周期中考虑这些目标并整合实现措施。

A.6.1.3 负责任的人工智能
系统设计与开发流
程

该组织应明确并记录人工智能系统设计与开发的具体流程。

A.6.2 人工智能系统生命周期

目的：明确人工智能系统生命周期各阶段的标准与要求。

主题 控制

A.6.2.2 人工智能系统需求
与规范

该组织应明确并记录对新人工智能系统或现有系统重大改进的要
求。

A.6.2.3 人工智能系统设计
与开发的文档记录

该组织应基于组织目标、书面要求及规范标准，对人工智能系统
的设计与开发进行文档化记录。

A.6.2.4
AI系统验证与验证

该组织应定义并记录人工智能系统的验证与确认措施，并明确其
使用标准。

A.6.2.5 人工智能系统部署
该组织应制定部署计划并确保在部署前满足相关要求。
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表A.1（续）

A.6.2.6 AI系统操作与
监控

该组织应定义并记录人工智能系统持续运行所需的必要要素。至少应包
括系统与性能监控、维修、更新及支持。

A.6.2.7 人工智能系统
技术文档 该组织应明确为用户、合作伙伴、监管机构等各相关方所需的人工智能

系统技术文档类别，并以适当形式提供相关技术文档。

A.6.2.8 事件日志的AI
系统记录

该组织应确定在人工智能系统生命周期的哪些阶段应启用事件日志记
录，但至少应在人工智能系统使用期间启用。

A.7 AI系统数据

目的确保组织理解数据在人工智能系统应用和开发、提供或使用人工智能系统整个生命周期中的作用和影响。

主题 控制

A.7.2 人工智能系统
开发与增强的
数据

该组织应定义、记录并实施与人工智能系统开发相关的数据管理流程。

A.7.3 数据获取
该组织应确定并记录人工智能系统所用数据的获取与选择细节。

A.7.4 人工智能系统
数据质量

该组织应定义并记录数据质量要求，并确保用于开发和运行人工智能系
统的数据符合这些要求。

A.7.5 数据来源 该组织应定义并记录一套流程，用于在其人工智能系统数据及系统生命
周期内追踪所用数据的来源。

A.7.6 数据准备
组织应定义并记录其选择数据准备和使用数据准备方法的标准。

A.8 人工智能系统相关方须知

目的：确保相关利益方掌握必要信息，以充分理解并评估风险及其影响（包括积极与消极两方
面）。

主题 控制

A.8.2 用户系统文档
与信息

该组织应确定并向人工智能系统用户提供必要信息。

A.8.3 对外报告 该组织应为相关方提供报告人工智能系统不良影响的能力。

A.8.4 事件通报 该组织应制定并记录一份向人工智能系统用户传达事件的计划。

A.8.5 有关各方的信
息

该组织应确定并记录其向利益相关方报告人工智能系统信息的义务。

A.9使用AI系统

目的：确保组织负责任地使用人工智能系统，并符合组织政策。

主题 控制

A.9.2
人工智能系统
负责任使用流
程

该组织应定义并记录人工智能系统负责任使用的流程。

A.9.3
负责任使用人
工智能系统的
目标

该组织应识别并记录目标，以指导人工智能系统的负责任使用。
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表A.1（续）

A.9.4 AI系统的预期用途 该组织应确保人工智能系统按照其预期用途及随
附文件进行使用。

A.10与第三方及客户的关系

目的：确保组织在人工智能系统生命周期的任何阶段涉及第三方时，均能明确自身责任、保持
问责制，并合理分配风险。

主题 控制

A.10.2 分配职责 该组织应确保其人工智能系统生命周期内的职责
在组织、合作伙伴、供应商、客户及第三方之间
进行分配。

A.10.3 供应商 该组织应建立相应流程，确保其对供应商所提供
服务、产品或材料的使用符合该组织在人工智能
系统负责任开发与应用方面的方针。

A.10.4 客户 该组织应确保其对人工智能系统开发与使用的负
责任方法，充分考虑客户的期望与需求。



BS ISO/IEC 42001:2023

© ISO/IEC 2023 - 保留所有权利 21

ISO/IEC 42001:2023(E)

附录B

人工智能控制措施（规范性）实施指南

B.1 概要

本附录中记录的实施指南与表A.1列出的控制有关。它提供信息以支持表A.1中列出的控
制的实施，并达到控制目标，但组织无需在适用性声明中记录或证明实施指南的纳入
或排除（参见6.1.3）。

实施指南并非在所有情况下都适用或充分，且未必完全符合组织的特定控制要求。组
织可根据自身具体需求及风险处理要求，对实施指南进行扩展或修改，或自行制定控
制措施的实施方案。

本附录将作为指导文件，用于确定和实施本文件中定义的人工智能管理系统中的人工
智能风险处理控制措施。除本附录所列控制措施外，还可确定其他组织和技术控制措
施（参见6.1.3）本附录可作为制定组织特定控制措施实施方案的起点。

B.2 与人工智能相关的政策

B.2.1 目标

根据业务需求为人工智能系统提供管理指导与技术支持。

B.2.2人工智能政策

统治

该组织应制定并记录人工智能系统开发或使用的政策。

实施指南

人工智能政策应由以下因素指导：

— 商业战略；

— 组织价值观与文化，以及组织愿意承担或保留的风险程度；

——人工智能系统所构成的风险等级；

— 法律要求，包括合同；

— 组织的风险环境；

— 对相关利益方的影响（见6.1.4）。

除了5.2中的要求外，人工智能政策还应包括：

— 指导组织所有与人工智能相关活动的原则；
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— 处理政策偏差与例外情况的流程。

在必要时，人工智能政策应考虑特定主题方面， 以提供额外指导或与其他涉及这些方
面的政策进行交叉引用。此类主题的示例包括：

- AI资源和资产；

-人工智能系统影响评估（参见6.1.4）；

—人工智能系统开发。

相关政策应指导人工智能系统的开发、采购、运行及使用。

B.2.3与其他组织政策的一致性

统治

该组织应确定其他政策可能影响或适用于其人工智能系统目标的范围。

实施指南

人工智能与多个领域存在交叉，包括质量、安全、安全性和隐私保护。组织应进行全
面分析， 以确定现行政策是否及在哪些方面必然存在交叉，并在必要时更新相关政
策，或在人工智能政策中纳入相关条款。

其他信息

管理机构代表组织制定的政策应为人工智能政策提供依据。ISO/IEC 38507为组织管理
机构成员提供了指导，以实现并管理人工智能系统在其整个生命周期中的应用。

B.2.4对人工智能政策的审查

统治

应按计划时间间隔或根据需要额外审查人工智能政策，以确保其持续适用性、充分性
和有效性。

实施指南

管理层应指定专人负责人工智能政策及其组成部分的制定、审查与评估工作。审查内
容需涵盖：针对组织环境、业务状况、法律条件或技术环境的变化，评估改进组织政
策及人工智能系统管理方法的可行性。

人工智能政策的审查应考虑管理审查的结果。

B.3 内部组织

B.3.1 目标

在组织内部建立问责机制， 以确保其在人工智能系统的实施、运营和管理方面采取负
责任的态度。

B.3.2人工智能的角色与职责

统治

应根据组织需求明确并分配人工智能（AI）的角色与职责。



BS ISO/IEC 42001:2023

© ISO/IEC 2023 - 保留所有权利 23

ISO/IEC 42001:2023(E)

实施指南

明确角色与职责是确保组织在人工智能系统全生命周期中履行责任的关键。在分配角
色与职责时，组织应综合考虑人工智能政策、 目标及已识别风险，以确保所有相关领
域均被覆盖。组织可优先确定角色与职责的分配顺序。需要明确角色与职责的领域示
例包括：

— 风险管理；

-人工智能系统影响评估；

— 资产和资源管理；

——安全；

- 安全；

——隐私；

— 发展；

— 表现；

- 人类监督；

— 供应商关系；

— 证明其能够持续满足法律要求；

— 数据质量管理（贯穿整个生命周期）。

应根据个人执行其职责的适当程度，界定各种角色的责任。

B.3.3关注事项的报告

统治

该组织应制定并实施一套流程，用于在整个生命周期内报告关于组织在人工智能系统
中角色的关切。

实施指南

报告机制应履行以下职能：

a) 保密或匿名或两者兼有；

b) 向在职人员及合同制人员提供并推广；

c) 配备合格人员；

d) 规定对c)项所指人员的适当调查与处置权限；

e) 规定了及时上报并向管理层升级的机制；

f) 为报告和调查相关人员提供有效保护，使其免遭报复（例如允许匿名和保密地提交
报告）；

g) 根据4.4规定提供报告，如适用，还应提供e）报告；同时在a）中保持机密性和匿名
性，并遵守一般商业保密规定；

h) 在适当的时间范围内提供应对机制。
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注：该组织可将现有报告机制作为本流程的一部分加以利用。

其他信息

除本条款规定的实施指南外，组织还应考虑ISO 37002标准。

B.4 AI系统资源

B.4.1 目标

为确保组织全面核算人工智能系统的资源（包括系统组件及资产），从而充分理解并
应对相关风险与影响。

B.4.2 资源文档

统治

该组织应识别并记录特定人工智能系统生命周期阶段活动所需的相关资源， 以及其他
与组织相关的AI相关活动。

实施指南

记录人工智能系统的资源对于了解风险以及人工智能系统对个人或群体或两者以及社
会的潜在影响（积极和消极）至关重要。记录此类资源（例如可以利用数据流程图或
系统架构图）可以为人工智能系统影响评估提供信息（见B.5）。

资源包括但不限于：

— 人工智能系统组件；

— 数据资源，即人工智能系统生命周期各阶段所使用的数据；

— 工具资源（如人工智能算法、模型或工具）；

— 系统与计算资源（例如用于开发和运行人工智能模型的硬件、数据存储及工具资
源）；

— 人力资源，即具备必要专业知识（如人工智能系统开发、销售、培训、运维等）的
人员，需与组织在整个人工智能系统生命周期中的角色相匹配。

资源可由组织自身、其客户或第三方提供。

其他信息

资源记录还可用于确定资源是否可用，若资源不可用，则组织应修订人工智能系统的
设计规范或其部署要求。

B.4.3数据资源

统治

作为资源识别的一部分，该组织应记录用于人工智能系统的数据资源相关信息。
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实施指南

数据文档应包括但不限于以下主题：

— 数据来源；

— 数据最后更新或修改的日期（例如元数据中的日期标签）；

——机器学习的数据类别（例如训练、验证、测试和生产数据）；

— categories ofdata (e.g.asdefinedin ISO/IEC 19944-1);

- 数据标签流程；

— 数据的预期用途；

— 数据质量（如ISO/IEC 5259系列2所述）；

适用的数据保留和处置政策；

— 数据中已知或潜在的偏倚问题；

- 数据准备。

B.4.4工具资源

统治

作为资源识别的一部分，该组织应记录用于人工智能系统（AI系统）的工具资源相关
信息。

实施指南

AI系统，特别是机器学习的工具资源，可以包括但不限于：

— 算法类型与机器学习模型；

— 数据处理工具或流程；

—优化方法；

—评价方法；

— 资源调配工具；

- 帮助模型开发的工具；

— 用于人工智能系统设计、开发与部署的软硬件。

其他信息

ISO/IEC 23053标准为机器学习的各种工具资源提供了详细的类型、方法和实施途径指
导。

B.4.5系统与计算资源

统治

作为资源识别的一部分，该组织应记录有关用于人工智能系统的系统和计算资源的信
息。

2) 正在准备中。发布时的阶段：ISO/IEC DIS 5259-1：2023、ISO/IEC DIS 5259-2：2023、ISO/
IEC DIS 5259-3：2023、ISO/IEC DIS 5259-4：2023、ISO/IEC CD 5259-5：2023。
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实施指南

关于人工智能系统所涉及的系统与计算资源的信息，可包括但不限于以下内容：

— 人工智能系统的资源需求（即确保系统能在资源受限的设备上运行）；

— 系统与计算资源的部署位置（例如本地部署、云计算或边缘计算）；

— 处理资源（包括网络和存储）；

— 用于运行AI系统工作负载的硬件所产生的影响（例如通过硬件使用或制造对环境造
成的影响，或硬件使用成本）。

该组织应考虑，为实现人工智能系统的持续改进可能需要不同的资源。系统的开发、
部署和运行可能具有不同的系统需求和要求。

注：ISO/IEC 22989标准阐述了多种系统资源考量因素。

B.4.6人力资源

统治

在资源识别过程中，组织需详细记录以下人力资源及其能力信息：包括人工智能系统
开发、部署、运行、变更管理、维护、迁移与退役， 以及验证与集成等环节所涉及的
人员配置。

实施指南

该组织应考虑多元化专业人才的需求，并纳入系统所需的各类岗位。例如，若纳入特
定人口统计学群体是系统设计的必要组成部分，则可将与训练机器学习模型所用数据
集相关的人群纳入其中。必要的人力资源包括但不限于：

——数据科学家；

— 与人工智能系统的人工监督相关角色；

— 诚信领域的专家，涵盖安全、保密及隐私等主题；

— 人工智能研究人员、专家及相关领域专家。

在人工智能系统生命周期的不同阶段，可能需要不同的资源。

B.5 评估人工智能系统的影响

B.5.1 目标

评估人工智能系统对个体或群体（或两者） 的影响，以及该系统在整个生命周期中对
受影响社会的影响。

B.5.2人工智能系统影响评估流程

统治

该组织应建立一套流程，用以评估人工智能系统在其整个生命周期中可能对个人或群
体（或两者）以及社会造成的潜在影响。
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实施指南

鉴于人工智能系统可能对个人、群体或两者以及社会产生重大影响，提供和使用此类
系统的组织应根据其预期用途和使用方式，评估这些系统对相关群体的潜在影响。

该组织应考虑人工智能系统是否影响：

— 个人的法律地位或生活机会；

— 个人的身体或心理健康状况；

—普世人权；

— 社会。

该组织的程序应包括但不限于：

a) 应进行人工智能系统影响评估的情形，包括但不限于：

1) 人工智能系统预期用途及使用情境的关键性，或其中任何重大变更；

2) 人工智能技术的复杂性、人工智能系统的自动化水平或其任何重大变化；

3) 人工智能系统处理的数据类型及来源的敏感性，或其发生的任何重大变更；

b) 构成人工智能系统影响评估流程的要素，可能包括：

1) 识别（例如来源、事件和结局）；

2) 分析（例如后果与可能性）；

3) 评估（例如接受决定和优先级排序）；

4) 治疗（例如缓解措施）；

5) 文件编制、报告和沟通（参见7.4、7.5和B.3.3）；

c) 负责执行人工智能系统影响评估；

d) 如何利用人工智能系统影响评估[例如，如何利用人工智能系统影响系统的设计或
使用（参见B.6和B.9），是否可以触发审查和批准]；

e) 根据系统预期用途、使用方式及特性（例如针对个人、群体或社会的评估）可能受
影响的个体与社会。

影响评估应综合考量人工智能系统的多个维度，包括开发该系统所用数据、采用的人
工智能技术以及系统整体功能。

这些过程可以根据组织的角色和人工智能应用的领域以及根据评估影响的具体学科
（例如安全、隐私和安全）而有所不同。

其他信息

对于某些学科或组织而言，详细评估其对个人、群体或社会的影响，是风险管理的重
要组成部分，尤其在信息安全、安全与环境管理等领域。组织应当明确
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若作为此类风险管理过程组成部分实施的学科特异性影响评估充分整合了针对特定方
面（如隐私）的人工智能考量。

注：ISO/IEC 23894描述了组织如何作为整体风险管理过程的一部分，对组织本身、个人或个人群
体或两者以及社会进行影响分析。

B.5.3人工智能系统影响评估的文档记录

统治

该组织应记录人工智能系统影响评估的结果，并在规定期限内保存评估结果。

实施指南

该文件可为确定应向用户及其他相关利益方传达的信息提供依据。

人工智能系统影响评估应根据需要予以保留和更新，与B.5.2中记录的人工智能系统影
响评估要素保持一致。保留期限可遵循组织保留时间表，或根据法律要求或其他要求
确定。

组织应考虑记录的项目包括但不限于：

— 人工智能系统的预期用途及任何可预见的合理误用；

— 人工智能系统对相关个人或群体，或两者，以及社会产生的积极与消极影响；

- 可预见的故障、其潜在影响以及为减轻其影响所采取的措施；

— 该系统适用的相关人口统计学群体；

—系统复杂性；

— 人类在系统关系中的作用，包括人类监督能力、流程和工具，可用于避免负面影

响；

——就业与员工技能提升。

B.5.4评估人工智能系统对个人或群体的影响

统治

该组织应评估并记录人工智能系统在整个系统生命周期中对个人或群体可能产生的影
响。

实施指南

在评估对个人或群体，或两者以及社会的影响时，组织应考虑其治理原则、人工智能
政策和目标。使用人工智能系统或其 PII 被人工智能系统处理的个人，可以对人工智能
系统的可信度有预期。应充分考虑儿童、残障人士、老年人及劳动者等特定群体的特
殊保护需求。组织机构需评估这些需求，并将满足这些需求的措施纳入系统影响评估
体系。

根据人工智能系统用途和使用范围的不同，评估时需考虑的影响领域包括但不限于：

公平；

——问责；
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— 透明度和可解释性；

— 安全和隐私；

- 安全和健康；

— 财务后果；

——无障碍；

——人权。

其他信息

必要时，组织应咨询专家（如研究人员、主题专家和用户），以全面了解人工智能系
统对个人或群体（或两者）及社会的潜在影响。

B.5.5评估人工智能系统对社会的影响

统治

该组织应评估并记录其人工智能系统在整个生命周期中的潜在社会影响。

实施指南

社会影响可能因组织背景及人工智能系统类型的不同而存在显著差异。人工智能系统
可能产生积极或消极的社会影响。这些潜在社会影响的示例包括：

- 环境可持续性（包括对自然资源和温室气体排放的影响）；

— 经济（包括金融服务、就业机会、税收、贸易和商业）；

— 政府（包括立法程序、为政治利益而散布的虚假信息、 国家安全和刑事司法系
统）；

- 健康和安全（包括获得医疗保健、医疗诊断和治疗以及潜在的身体和心理伤害）；

— 规范、传统、文化和价值观（包括导致偏见或对个人或群体或两者造成伤害的错误
信息，以及对社会造成伤害的错误信息）。

其他信息

人工智能系统的开发与应用往往需要消耗大量计算资源，这可能对环境可持续性产生
连锁影响（例如因电力消耗增加导致的温室气体排放， 以及对水资源、土地、动植物
生态造成的冲击）。与此同时，这些系统也能助力提升其他领域的环境可持续性（比
如减少建筑和交通领域产生的温室气体排放）。企业应当将人工智能系统的影响纳入
整体环境可持续发展目标和战略框架中进行考量。

该组织应考虑如何滥用其人工智能系统造成社会危害， 以及如何利用它们解决历史危
害。例如，人工智能系统能否阻止人们获得贷款、补助金、保险和投资等金融服务，
人工智能系统能否同样改善这些工具的使用？

人工智能系统已被用于影响选举结果，并制造虚假信息（如数字媒体中的深度伪造内
容），这些行为可能引发政治和社会动荡。政府将人工智能系统用于刑事司法领域，
已暴露出其对社会、个人或群体存在的偏见风险。
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组织应分析行为者如何滥用人工智能系统， 以及这些系统如何强化历史遗留的社会偏
见。

人工智能系统可用于疾病诊断与治疗，以及健康福利资格判定。在自动驾驶汽车、人
机协同等可能导致人员伤亡的场景中，该系统同样被部署使用。组织机构在应用人工
智能系统时（如涉及健康安全的场景），应综合考量其正反两面影响。

注：ISO/IEC TR 24368标准对人工智能系统及应用相关的伦理与社会问题提供了高层次概述。

B.6 人工智能系统生命周期

B.6.1人工智能系统开发的管理指南

B.6.1.1 目标

确保组织识别并记录目标，并实施流程以负责人工智能系统的设计与开发。

B.6.1.2人工智能系统负责任开发的目标

统治

该组织应明确并记录指导人工智能系统负责任开发的目标，并在开发生命周期中考虑
这些目标，整合实现目标的措施。

实施指南

组织应当明确那些影响人工智能系统设计与开发流程的目标（参见6.2），并将这些目

标贯穿于整个开发过程。例如，若将“ 公平性”作为核心目标之一，就必须将其纳入

需求规范、数据采集、数据预处理、模型训练、验证与确认等环节。组织需要根据实
际需求制定相应要求和指导方针，确保各阶段都能落实相关措施（比如要求使用特定
测试工具或方法来消除不公平现象或不良偏差），从而有效达成这些目标。

其他信息

人工智能技术正被用于增强安全措施，例如威胁预测检测和安全攻击预防。这是人工
智能技术的一个应用，可用于加强安全措施， 以保护人工智能系统和传统的非人工智
能软件系统。附件C提供了管理风险的组织目标示例，这些示例可用于确定人工智能系
统开发的目标。

B.6.1.3人工智能系统负责任设计与开发的流程

统治

该组织应明确并记录人工智能系统责任设计与开发的具体流程。
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实施指南

对人工智能系统流程负责的开发应包括但不限于以下内容：

— 生命周期阶段（ISO/IEC 22989标准提供了通用的人工智能系统生命周期模型，但组

织可自行定义其生命周期阶段）；

— 测试要求及计划的测试方法；

— 人类监督要求，包括流程和工具，特别是当人工智能系统可能影响自然人时；

— 应在哪些阶段进行人工智能系统影响评估；

— 培训数据的预期与规则（例如可使用哪些数据、经批准的数据供应商及标签）；

— 需要专业知识（特定领域或其他）或对人工智能系统开发人员的培训，或两者兼
有；

- 释放标准；

— 各阶段需进行审批与签字确认；

— 变更控制；

— 可用性和可控性；

— 涉及各方的参与。

具体的设计与开发流程取决于拟用于该AI系统的功能及AI技术。

B.6.2人工智能系统生命周期

B.6.2.1 目标

明确人工智能系统生命周期各阶段的标准与要求。

B.6.2.2人工智能系统的需求与规范

统治

该组织应明确并记录对新人工智能系统或现有系统重大改进的要求。

实施指南

该组织应记录开发人工智能系统（AI）的理论依据及其目标。需考虑、记录并理解的
因素包括：

a) 例如，开发人工智能系统的原因，是基于商业案例、客户需求还是政府政策？

b) 如何训练该模型以及如何满足数据需求。

需明确人工智能系统的需求规范，并覆盖其整个生命周期。当开发的AI系统无法按预
期运行，或出现可用于调整和优化需求的新信息时，应重新评估这些需求。例如，从
财务角度考虑，开发该AI系统可能变得不可行。
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其他信息

描述人工智能系统生命周期的流程由ISO/IEC 5338标准提供。关于交互系统中以人为中
心的设计的更多信息，请参阅ISO 9241-210标准。

B.6.2.3人工智能系统设计与开发的文档记录

统治

该组织应基于组织目标、已记录的需求及规范标准，对人工智能系统的设计与开发进
行文档化记录。

实施指南

人工智能系统需要进行多种设计选择，包括但不限于：

— 机器学习方法（如监督式与无监督式）；

— 采用的学习算法及机器学习模型类型；

-如何对模型进行训练，数据质量如何（参见B.7）；

— 模型的评估与优化；

— 硬件和软件组件；

— 考虑人工智能系统全生命周期的安全威胁；人工智能系统特有的安全威胁包括数据

投毒、模型窃取或模型反演攻击；

— 输出界面与呈现方式；

— 人类如何与系统互动；

— 互操作性和可移植性考量。

设计与开发之间可能存在多次迭代，但应保持阶段文档的完整性，并确保最终系统架
构文档的可用性。

其他信息

有关交互式系统以人为中心设计的更多信息，请参阅ISO 9241-210标准。

B.6.2.4人工智能系统验证与确认

统治

该组织应制定并记录人工智能系统的验证与确认措施，并明确其使用标准。

实施指南

验证与确认措施可包括但不限于：

- 测试方法和工具；

— 测试数据的选择及其对预期使用领域的表征；

- 释放标准要求。

该组织应制定并记录评估标准，包括但不限于：

评估人工智能系统组件和整个人工智能系统对个人或群体或两者以及社会的影响所涉
及的风险的计划；
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— 评估计划可基于以下因素制定：

— 人工智能系统的可靠性与安全性要求，包括该系统性能的可接受错误率；

—负责B.6.1.2和B.9.3中所述的AI系统开发和使用目标；

— 操作因素，如数据质量、预期用途，包括各操作因素的可接受范围；

— 需要定义更严格操作因素的预期用途，包括操作因素的不同可接受范围或更低
的错误率；

— 用于评估相关利益方（即基于AI系统输出做出决策或受其决策影响的主体）能否充
分解读AI系统输出的方法、指导原则或评估指标。评估频率应予以确定，可依据AI
系统影响评估结果进行。

— 任何可接受的因素，这些因素可能导致无法达到最低绩效目标水平，特别是在评估
人工智能系统对个人或群体（或两者）以及社会的影响时。计算机视觉系统图像分
辨率不足或背景噪声影响语音识别系统）。针对这些因素导致的AI系统性能不佳，
应记录相应的应对机制。

应根据已记录的评估标准对AI系统进行评估。

如果AI系统不能满足记录的评价标准，特别是针对负责任的AI系统开发和使用目标
（见B.6.1.2和B.9.3），组织应重新考虑或管理AI系统预期用途的缺陷、其性能要求以及
组织如何有效解决对个人或群体或两者的影响。

备注 关于如何处理神经网络稳健性的更多信息可参见
ISO/IECTR 24029-1.

B.6.2.5人工智能系统的部署

统治

该组织应制定部署计划，并在部署前确保满足相关要求。

实施指南

人工智能系统可在不同环境中开发部署（例如本地开发后通过云计算部署），企业在
制定部署方案时需充分考虑这些差异。 同时，企业还需评估各组件是否可独立部署
（例如软件与模型能否分别部署）。此外，企业应在发布前制定一套必须满足的要求

清单（业内称为“发布标准” ），包括需通过的验证与确认措施、需达成的性能指

标、需完成的用户测试， 以及需获得的管理层审批和签字确认。部署方案的制定应充
分考虑相关利益方的立场及其可能产生的影响。

B.6.2.6人工智能系统操作与监控

统治

该组织应明确并记录人工智能系统持续运行所需的必要要素。至少应包括系统与性能
监控、维修、更新及技术支持。
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实施指南

每次操作与监测的最低活动量可综合考虑多种因素。例如：

— 系统与性能监控可涵盖常规错误与故障监测，以及生产数据运行是否符合预期的评
估。技术性能指标包括问题解决成功率、任务达成率或置信度等。其他评估标准则
涉及满足相关方的承诺、预期及需求，例如持续监控以确保符合客户要求或适用的
法律规范。

— 部分部署的AI系统通过机器学习（ML）实现性能优化，其生产数据与输出数据将
用于持续训练模型。当采用持续学习时，企业需实时监控AI系统性能，确保其始终
符合设计目标，并按预期处理生产数据。

— 一些人工智能系统的性能即使不采用持续学习，也可能发生变化，通常由生产数据
中的概念漂移或数据漂移引起。在此类情况下，监测可识别是否需要重新培训，以
确保人工智能系统持续满足其设计目标，并按预期在生产数据上运行。更多信息可
参见ISO/IEC 23053标准。

— 系统维护可能涉及对错误和故障的响应。企业应建立完善的应对和修复流程。此
外，当系统持续演进、发现关键问题或因外部因素（如未满足客户期望或法律要
求）引发问题时，可能需要进行系统更新。企业需制定系统更新流程，包括受影响
组件、更新时间表以及向用户说明更新内容等具体措施。

— 系统更新还可能涉及系统操作的变更、预期用途的新增或修改，或其他系统功能的
调整。组织应制定相应程序以应对操作变更，包括与用户进行沟通。

— 对系统的支持可以是内部的、外部的或两者兼有，具体取决于组织的需求以及系统
是如何获得的。支持流程应考虑用户如何联系适当的帮助、如何报告问题和突发事
件、支持服务水平协议和指标。

— 如果人工智能系统被用于其设计目的以外的用途或以未预料到的方式使用，应考虑
此类用途的适当性。

— 应识别与组织应用和开发的AI系统相关的人工智能特定信息安全威胁。人工智能特
定信息安全威胁包括但不限于数据投毒、模型窃取和模型反演攻击。

其他信息

该组织应考虑可能影响利益相关方的运营绩效，并在设计和确定绩效标准时予以考
量。

人工智能系统在运行中的性能标准应根据所考虑的任务确定，例如分类、 回归、排
序、聚类或降维。

性能指标可包含统计学方面，如错误率和处理时长。针对每个评估标准，组织需明确
所有相关指标及其相互依存关系。针对每个指标，组织应基于领域专家建议及利益相
关方对现有非人工智能实践的期望分析，确定可接受的数值范围。

例如，一个组织可以确定F1分数是适当的性能度量，这是基于其对假阳性和假阴性影

响的评估，如所述
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ISO/IEC TS 4213。组织可据此确定人工智能系统应达到的F1值。需评估现有措施是否

足以应对这些问题。若无法满足，则应考虑调整现有措施或制定新措施以检测和处理
这些问题。

该组织应考虑非人工智能系统或流程在运行中的表现，并将其作为制定绩效标准时潜
在的相关背景。

该组织还应确保用于评估人工智能系统的手段和流程（包括在适用情况下对评估数据
的选择和管理）能够提升其性能评估的完整性和可靠性，以符合既定标准。

绩效评估方法的开发可基于标准、指标和价值观。这些要素应指导评估中所用数据量
及流程类型，以及执行评估人员的角色与专业能力。

绩效评估方法应尽可能准确地反映操作与使用过程的属性及特征， 以确保评估结果具
有实用性和相关性。在绩效评估的某些环节，可能需要通过受控方式引入错误或虚假
数据或流程，以评估其对绩效的影响。

ISO/IEC 25059中的质量模型可用于定义性能标准。

B.6.2.7人工智能系统技术文档

统治

该组织应明确界定各相关利益方（包括用户、合作伙伴及监管机构）所需的人工智能
系统技术文档类型，并以适当形式向其提供相关技术文档。

实施指南

人工智能系统技术文档可包含但不限于以下要素：

— 人工智能系统的总体描述，包括其预期用途；

— 使用说明；

— 关于其部署与运行的技术假设（运行时环境、相关软硬件能力、数据处理假设
等）；

— 技术限制（如可接受的错误率、准确性、可靠性、稳健性）；

— 监控功能与操作权限，使用户或操作员能够影响系统运行。

与所有人工智能系统生命周期阶段（如ISO/IEC 22989所定义）相关的文档要素可包括
但不限于：

— 设计与系统架构规范；

— 系统开发过程中所作的设计选择及采取的质量控制措施；

— 系统开发过程中所用数据的相关信息；

— 对数据质量所作的假设及采取的质量控制措施（例如：假设的统计分布）；

— 在人工智能系统开发或运行期间采取的管理活动（如风险管理）；

— 认证和验证记录；
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— AI系统运行时所做的更改；

—B.5中所述的影响评估文件。

该组织应记录与人工智能系统责任操作相关的技术信息。这包括但不限于：

— 编制故障管理方案。具体包括：制定AI系统的回滚方案、关闭AI系统功能、更新流

程，以及向客户和用户通报AI系统变更、系统故障信息更新及缓解措施的方案。

—记录用于监测人工智能系统运行状态（即人工智能系统按预期运行且处于正常操作

范围内，亦称可观察性）的流程，以及用于处理人工智能系统故障的流程；

— 记录人工智能系统的标准操作规程，包括应监测哪些事件以及如何对事件日志进行
优先级排序和审查。还可包括如何调查故障及预防故障；

— 记录负责人工智能系统运行的人员以及负责系统使用问责的人员的职责，特别是与
处理人工智能系统故障的影响或管理人工智能系统更新相关的内容；

— 记录系统更新，如系统操作变更、预期用途新增或修改，或其他系统功能变更。

该组织应制定相应程序以应对运营变更，包括向用户传达信息及对变更类型进行内部
评估。

文件资料应保持最新且准确无误，并需经组织内相关管理层批准。

当作为用户文档的一部分提供时，应考虑表A.1中提供的控制措施。

B.6.2.8人工智能系统对事件日志的记录

统治

该组织应确定在人工智能系统生命周期的哪些阶段启用事件日志记录，但至少应在人
工智能系统使用期间启用。

实施指南

组织应确保对部署的AI系统进行日志记录， 以自动收集和记录与运行期间发生的特定
事件相关的事件日志。此类日志包括但不限于：

— 人工智能系统功能的可追溯性，以确保该系统按预期运行；

— 通过监测人工智能系统的运行状态，检测其在预期操作条件之外的表现，该表现可
能导致生产数据出现异常或对相关利益方造成影响。

AI系统事件日志可记录以下信息：每次使用时间与日期、系统运行的生产数据、超出
预期操作范围的输出结果等。

事件日志应根据人工智能系统的预期用途及机构数据保留政策保存至所需时长。相关
数据保留的法律要求可能适用。
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其他信息

某些人工智能系统（如生物识别系统）可能因所在司法管辖区不同而产生额外的记录
要求。相关机构应充分了解这些规定。

B.7 AI系统数据

B.7.1 目标

确保组织理解数据在人工智能系统应用与开发、提供或使用其整个生命周期中的作用
与影响。

B.7.2用于开发和增强人工智能系统的数据

统治

该组织应定义、记录并实施与人工智能系统开发相关的数据管理流程。

实施指南

数据管理可涵盖以下主题，但不限于：

— 由于使用数据（其中部分数据可能具有敏感性）而产生的隐私和安全影响；

— 数据依赖型人工智能系统开发可能引发的安全与安全威胁；

— 透明度与可解释性要求，包括数据溯源机制，以及当系统需要具备透明度和可解释

性时，需能说明数据如何用于确定人工智能系统的输出；

— 训练数据与实际应用领域的代表性对比；

— 数据的准确性和完整性。

注：关于人工智能系统生命周期及数据管理概念的详细信息，可参阅ISO/IEC 22989标准。

B.7.3数据的获取

统治

该组织应确定并记录人工智能系统所用数据的获取与筛选细节。

实施指南

该组织可能需要根据其人工智能系统的应用范围和用途，从不同来源获取不同类别的
数据。数据采集的具体细节可包括：

— 人工智能系统所需的数据类别；

—所需数据量；

— 数据来源（如内部数据、购买数据、共享数据、公开数据、合成数据）；

— 数据源的特性（如静态、流式、采集式、机器生成）；

— 数据主体的人口统计学特征与属性（如已知或潜在的偏倚或其他系统性误差）；

— 数据的预先处理（例如既往使用情况、是否符合隐私与安全要求）；



BS ISO/IEC 42001:2023

38 © ISO/IEC 2023 - 保留所有权利

ISO/IEC 42001:2023(E)

——数据权利（如 PII 、版权）；

— 相关元数据（例如数据标注与增强的详细信息）；

— 数据来源。

其他信息

ISO/IEC 19944-1标准中规定的数据类别及数据使用结构，可用于详细记录数据采集与
使用的相关细节。

B.7.4人工智能系统数据的质量

统治

该组织应明确并记录数据质量要求，确保用于开发和运行人工智能系统的数据符合这
些要求。

实施指南

人工智能系统在开发和运行过程中所使用的数据质量，可能对系统输出结果的有效性
产生重大影响。根据ISO/IEC 25024标准，数据质量是指在特定使用条件下，数据特性
满足明示和隐含需求的程度。对于采用监督式或半监督式机器学习的人工智能系统而
言，必须对训练数据、验证数据、测试数据和生产数据的质量进行明确定义、量化评
估和持续优化，同时企业应确保这些数据完全符合其预期应用场景。该组织应评估偏
差对系统性能及公平性的影响，并根据实际需求对所用模型和数据进行必要调整，以
提升性能与公平性，确保其符合使用场景要求。

其他信息

有关数据质量的更多信息，可参见2)关于分析和机器学习的数据质量的ISO/IEC 5259系
列 。有关人工智能系统所用数据中不同形式偏倚的更多信息 ，可参见 ISO/IEC TR
24027。

B.7.5数据溯源

统治

该组织应制定并记录一套流程，用于在其人工智能系统数据及系统生命周期内追踪所
用数据的来源。

实施指南

根据ISO 8000-2标准，数据溯源记录应包含数据的创建、更新、转录、抽象、验证及控
制权转移等信息。此外，数据共享（不涉及控制权转移）和数据转换也可纳入数据溯
源范畴。根据数据来源、内容及使用背景等因素，组织应评估是否需要采取措施验证
数据的来源。

B.7.6数据准备

统治

该组织应明确并记录其数据准备选择标准及所采用的数据制备方法。

实施指南

人工智能系统中使用的数据通常需要经过预处理，才能满足特定任务的需求。例如，
机器学习算法有时无法容忍数据缺失或错误输入，非
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数据呈现正态分布且尺度差异显著。通过数据预处理方法和转换技术可提升数据质
量，若预处理不当可能导致人工智能系统出现错误。人工智能系统常用的数据预处理
方法和转换技术包括：

- 数据的统计探索（例如分布、平均值、中位数、标准差、范围、分层、抽样）和统计

元数据（例如数据文档化计划（DDI）规范[28]）；

— 清理（即更正条目、处理缺失条目）；

— 填补法（即用于填补缺失条目的方法）；

—标准化；

- 缩小；

— 目标变量的标注；

— 编码（例如将分类变量转换为数值）。

针对特定的人工智能任务，组织应记录其选择特定数据准备方法及转换的标准， 以及
该任务中实际采用的具体方法和转换。

注：有关机器学习数据准备的更多信息，请参阅ISO/IEC 5259系列2和ISO/IEC 23053。

B.8 向有关各方提供的信息

B.8.1 目的

确保相关利益方掌握必要信息，以充分理解并评估风险及其影响（包括积极与消极两
方面）。

B.8.2系统文档及用户信息

统治

该组织应确定并向系统用户提供必要信息。

实施指南

关于人工智能系统的信息可包含技术细节与操作说明， 以及根据具体情境向用户发出
的交互提示。该信息既涵盖系统本身，也包含其可能产生的输出结果（例如提示用户
某张图片由AI生成）。

尽管人工智能系统可能较为复杂，但用户必须清楚自己与AI系统的交互方式及其运作
原理。用户还需理解系统的预期用途、潜在危害或益处。部分系统文档可能需要针对
特定技术需求（如系统管理员）进行优化，组织应当充分考虑不同利益相关方的需
求， 明确可理解性对他们而言的具体含义。这些信息还应便于获取，既便于用户查
找，也应满足需要额外无障碍功能的用户需求。

可向用户提供以下信息，但不限于：

— 系统的目的；

— 用户正在与人工智能系统进行交互；

— 如何与系统交互；
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— 如何及何时覆盖系统；

— 系统运行的技术要求，包括所需计算资源、系统局限性及其预期使用寿命；

—需要人类监督；

- 关于准确性和性能的信息；

- 影响评估的相关信息，包括潜在的益处和危害，特别是如果它们适用于特定背景或某
些人口群体（见B.5.2和B.5.4）；

— 修订关于该系统效益的声明；

— 系统运行方式的更新与变更，以及必要的维护措施，包括其频率；

— 联系信息；

- 系统使用的教育材料。

该组织用于确定是否提供及提供何种信息的标准应予以记录。相关标准包括但不限
于：人工智能系统的预期用途及可合理预见的误用、使用者的专业水平以及人工智能
系统的具体影响。

信息可通过多种方式向用户提供，包括书面使用说明、系统内置的警报及其他通知、
网页信息等。根据组织采用的信息提供方式，应验证用户是否具备访问权限，并确保
所提供信息完整、最新且准确。

B.8.3 外部报告

统治

该组织应为相关方提供报告系统不良影响的能力。

实施指南

在监测系统运行过程中报告的问题和故障的同时，组织还应为用户提供或第三方报告
不良影响（如不公平性）的能力。

B.8.4事件通报

统治

该组织应制定并记录向系统用户通报事件的计划。

实施指南

与人工智能系统相关的事件可能特指该系统本身，或涉及信息安全或隐私问题（如数
据泄露）。该组织应当明确其在系统运行情境下向用户及其他利益相关方通报事件的
义务。例如，涉及产品中影响安全的人工智能组件的事件，其通知要求可能与其他类
型系统不同。法律要求（如合同）和监管活动可能适用，这些要求可规定：

必须通报的事件类型；
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— 通知时限；

— 是否及应通知哪些主管部门；

— 需要传达的细节。

该组织可以将AI的事件响应和报告活动整合到其更广泛的组织事件管理活动中，但应
意识到与AI系统或AI系统单个组件相关的特殊要求（例如，系统培训数据的 PII 数据
泄露可能具有与隐私相关的不同报告要求）。

其他信息

ISO/IEC 27001和ISO/IEC 27701分别提供了关于安全和隐私事件管理的更多细节。

B.8.5供相关方参考的信息

统治

该组织应确定并记录其向利益相关方报告人工智能系统信息的义务。

实施指南

在某些情况下，司法管辖区可能要求将系统信息与监管机构等主管部门共享。相关信
息可在规定时限内向客户或监管机构等利益相关方报告。共享的信息可包括但不限
于：

— 技术系统文档，包括但不限于：训练集、验证集和测试集数据集，以及算法选择依
据、验证与确认记录；

- 与系统相关的风险；

— 评估结果；

— 日志和其他系统记录。

该组织应明确其在此方面的义务，并确保向相关主管部门提供准确信息。此外，该组
织还应了解与执法部门共享信息相关的管辖权要求。

B.9 使用AI系统

B.9.1 目标

确保组织负责任地使用人工智能系统，并遵守组织政策。

B.9.2人工智能系统的负责任使用流程

统治

该组织应明确并记录人工智能系统负责任使用的流程。

实施指南

根据具体情境，该组织在决定是否采用特定人工智能系统时需综合考量多项因素。无
论人工智能系统是由组织自行开发还是从第三方获取，组织都应明确这些考量因素，
并制定相关政策予以应对。例如：

— 需要批准；

https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
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— cost (includingforongoingmonitoringandmaintenance);

- 批准的采购要求；

— 适用于该组织的法律要求。

若组织已接受其他系统、资产等使用的相关政策，可根据需要将其纳入。

B.9.3人工智能系统负责任使用的相关目标

统治

该组织应明确并记录指导人工智能系统负责任使用的相关目标。

实施指南

在不同情境下运作的组织对人工智能系统负责任开发的构成要素可能持有不同的期望
与目标。根据具体情境，组织应明确其与负责任使用相关的目标。部分目标包括：

公平；

——问责；

透明度；

— 可解释性；

—可靠性；

- 安全；

—稳健性和冗余性；

——隐私与安全；

— 可及性。

组织在明确目标后，应建立相应机制以实现其内部目标。这包括评估第三方解决方案
是否符合组织目标，或内部开发的解决方案是否适用于预期用途。该组织应确定在人
工智能系统生命周期的哪些阶段应纳入有意义的人工监督目标。这可能包括：

— 由人工评审员对人工智能系统的输出结果进行核查，包括有权推翻人工智能系统作
出的决策；

— 确保在需要时纳入人工监督，以确保人工智能系统按照相关说明或其他与预期部署
相关文件的要求被合理使用；

— 监测人工智能系统的性能，包括其输出结果的准确性；

— 报告与人工智能系统输出相关的问题及其对相关利益方的影响；

— 报告对人工智能系统性能或能力变化的担忧，即该系统无法对生产数据作出正确输
出；

— 考虑自动化决策是否适用于负责任地使用人工智能系统及其预期用途。

人工智能系统影响评估可为是否需要人工监督提供依据（见B.5）。应告知并培训参与
人工智能系统相关人类监督活动的人员
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理解向人工智能系统传达的指令及其他文档，并理解其为满足人类监督目标而执行的
职责。在报告性能问题时，人类监督可增强自动化监测。

其他信息

附录C提供了风险管理的组织目标示例，可用于确定人工智能系统使用的目标。

B.9.4人工智能系统的预期用途

统治

该组织应确保人工智能系统按照其预期用途及随附文件进行使用。

实施指南

AI系统应根据AI系统相关说明和其他文件（参见B.8.2）进行部署。部署可能需要特定
资源来支持部署，包括确保按要求实施人工监督（参见B.9.3）。为了可接受地使用AI
系统，可能需要确保AI系统所用数据与AI系统相关文件一致， 以确保AI系统性能准
确。

应监测人工智能系统的运行（参见B.6.2.6）。如果按照相关说明正确部署人工智能系
统，但对相关利益方或组织的法律要求造成影响，组织应向组织内的相关人员以及人
工智能系统的任何第三方供应商传达其关切。

组织应当保存与人工智能系统部署和运行相关的事件日志或其他文档，这些记录可用
于证明人工智能系统正按预期使用，或帮助传达与系统预期用途相关的关切。事件日
志及其他文档的保存期限取决于人工智能系统的预期用途、组织的数据保留政策以及
相关数据保留的法律要求。

B.10第三方和客户关系

B.10.1 目标

为确保组织明确自身职责并保持问责制，同时在人工智能系统生命周期的任何阶段涉
及第三方时，风险得到适当分摊。

B.10.2 责任分配

统治

该组织应确保其人工智能系统生命周期内的职责在组织、合作伙伴、供应商、客户及
第三方之间进行分配。

实施指南

在人工智能系统生命周期中，责任可划分为数据提供方、算法与模型提供方、AI系统
开发或使用方，并需对部分或全部相关方负责。组织应记录所有参与AI系统生命周期
的各方及其职责，并明确其责任范围。

如果组织向第三方提供AI系统，组织应确保以负责任的方式开发AI系统。请参阅B.6中
的控制和指导。该组织应能够提供为AI系统所需的文件（请参阅B.6.2.7和B.8.2）。
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向相关利益方及组织所供人工智能系统第三方进行系统说明。

当处理的数据包含 PII 时，责任通常由PII 处理者和控制者共同承担。ISO/IEC 29100提
供了关于 PII 控制者和 PII 处理者的更多信息。若要保护 PII 的隐私，应考虑采用ISO/
IEC 27701中描述的控制措施。根据组织和人工智能系统在 PII 上的数据处理活动，以
及组织在整个生命周期中对人工智能系统应用和开发的角色，组织可以担任 PII 控制者
（或联合 PII 控制者）、 PII 处理者或两者兼有。

B.10.3供应商

统治

该组织应建立相应流程，确保其对供应商所提供服务、产品或材料的使用符合组织在
人工智能系统负责任开发与应用方面的方针。

实施指南

开发或使用人工智能系统的组织可通过多种方式利用供应商，包括采购数据集、机器
学习算法或模型， 以及系统组件（如软件库），甚至整个AI系统本身，既可独立使
用，也可作为其他产品（如车辆）的组成部分。

各组织在确定供应商的选择、对供应商的要求以及对供应商需要进行的持续监测和评价
的水平时，应考虑不同类型的供应商、它们提供的服务以及这可能对系统和整个组织
造成的不同程度的风险。

各组织应记录人工智能系统及其组件如何整合至本组织开发或使用的AI系统中。

若组织认为供应商提供的AI系统或其组件未能按预期运行，或可能对个人、群体或社
会造成影响，且这些影响与组织所采取的AI系统责任管理方针不符，则应要求供应商
采取纠正措施。该组织可决定与供应商合作以实现这一目标。

组织应确保AI系统的供应商提供与AI系统相关的适当和充分的文件（参见B.6.2.7和
B.8.2）。

B.10.4 客户

统治

该组织应确保其对人工智能系统开发与使用的负责任方法，充分考虑客户的期望与需
求。

实施指南

企业在提供与人工智能系统相关的产品或服务时（即作为供应商时），必须充分理解
客户的期望与需求。这些需求可能体现在产品或服务的设计/工程阶段的具体要求，也
可能通过合同条款或通用使用协议的形式呈现。同一企业可能与不同类型的客户建立
合作关系，而这些客户群体往往具有差异化的具体需求与期望。

该组织需特别理解供应商与客户关系的复杂性，明确在满足需求与期望的同时，人工
智能系统提供商与客户各自应承担的责任。
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例如，该组织可识别客户使用其人工智能产品和服务时产生的风险，并通过向客户提
供适当信息来处理这些风险，从而帮助客户自行应对相关风险。

作为适当信息的示例，当AI系统适用于特定使用领域时，应向客户传达该领域的限
制。参见B.6.2.7和B.8.2。
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附件C
提供信息的

人工智能相关组织潜在目标与风险源

C.1 概要

本附录概述了企业在进行风险管理时可考虑的潜在组织目标、风险源及描述。需要说
明的是，本附录并非详尽无遗的指南，也不适用于所有组织。企业应自行确定相关的
目标和风险源。ISO/IEC 23894标准对这些目标、风险源及其与风险管理的关系提供了

更详细的信息。对人工智能系统的评估——无论是初始评估、定期评估还是必要时的

评估——都为验证该系统是否符合组织目标提供了依据。

C.2 目标

C.2.1 责任追究

人工智能的应用可以改变现有的问责框架。

C.2.2人工智能专业知识

需要选拔一批具备跨学科技能、在评估、开发和部署人工智能系统方面具有专业知识
的专职专家。

C.2.3训练数据与测试数据的可用性及质量

基于机器学习（ML）的AI系统需要训练数据、验证数据和测试数据，以实现系统预期
行为的训练与验证。

C.2.4环境影响

人工智能的应用可能对环境产生积极和消极的影响。

C.2.5 公平性

人工智能系统在自动化决策中的不当应用可能对特定个人或群体不公平。

C.2.6可维护性

可维护性是指组织处理人工智能系统修改的能力，以纠正缺陷或适应新需求。

C.2.7 隐私

个人及敏感数据（如健康记录）的滥用或泄露可能对数据主体造成有害影响。
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C.2.8 耐受性

在人工智能领域，鲁棒性特性体现系统在新数据上保持与训练数据或典型操作数据相
当性能的能力（或无能）。

C.2.9 安全

安全性是指在特定条件下，系统不会导致人类生命、健康、财产或环境处于危险状态
的预期。

C.2.10 安全

在人工智能（AI）领域，尤其是基于机器学习（ML）方法的AI系统中，需要考虑超越
传统信息与系统安全关注的新安全问题。

C.2.11透明度与可解释性

透明度既涉及运营人工智能系统的组织特征，也涉及系统本身。可解释性则指以人类
可理解的方式，向相关方提供影响人工智能系统结果的重要因素的说明。

C.3 风险源

C.3.1环境的复杂性

当人工智能系统在复杂环境中运行时， 由于情境范围广泛，其性能可能存在不确定
性，从而成为风险来源（例如复杂自主驾驶环境)。

C.3.2缺乏透明度与可解释性

无法向利益相关方提供适当信息可能构成风险来源（即涉及组织的可信度与问责
性）。

C.3.3 自动化水平

自动化水平可能对安全、公平性或保密性等多个关注领域产生影响。

C.3.4与机器学习相关的风险源

用于机器学习（ML）的数据质量及数据收集过程可能成为风险来源，因其可能影响安
全性与稳健性等目标（例如因数据质量问题或数据污染所致）。

C.3.5系统硬件问题

硬件相关风险源包括基于缺陷组件的硬件错误或在不同系统间转移经过训练的机器学
习模型。

C.3.6系统生命周期相关问题

风险来源可能出现在人工智能系统整个生命周期中（例如设计缺陷、部署不足、维护
缺失、退役问题）。
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C.3.7技术准备度

风险源既可能源于未知因素（如系统局限性、边界条件及性能漂移）导致的技术不成
熟，也可能源于技术自满导致的成熟技术问题。
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附件D

跨领域或跨部门（提供信息）使用人工智能管理系统

D.1 概要

该管理体系适用于所有开发、提供或使用人工智能系统产品及服务的组织。因此，其
适用范围广泛，涵盖不同行业领域中需对利益相关方履行义务、遵循良好实践、满足
预期或承担合同承诺的各类产品与服务。具体行业示例包括：

健康；

——防御；

——运输；

——金融；

——就业；

- 能量。

在制定和使用人工智能系统时，可考虑多种组织目标（具体目标示例参见附录C）。本
文件从人工智能技术特性角度出发，提供相关要求与指导建议。针对部分潜在目标，
目前已有通用或行业专用的管理体系标准可供参考。这些标准通常从技术中立的角度
考量目标设定，而人工智能管理体系则专门针对该技术特性提出具体要求。

人工智能系统不仅包含运用AI技术的组件，还可能整合多种技术与组件。因此，负责
任地开发和使用AI系统时，不仅要考虑AI特有的考量因素，还需将整个系统及其所采
用的所有技术组件纳入考量。即便针对AI技术本身，除AI特有的考量因素外，还需考
虑其他方面。例如， 由于AI属于信息处理技术，信息安全原则普遍适用。诸如安全
性、保密性、隐私保护及环境影响等目标，应当进行整体管理而非分别针对AI系统与
其他组件单独处理。因此，将AI管理系统与通用或行业特定的管理标准进行整合，对
于负责任地开发和使用AI系统至关重要。

D.2 AI管理系统与其他管理系统的标准整合

在提供或使用人工智能系统时，组织可能涉及其他管理体系标准所涵盖的方面，从而
产生相关目标或义务。例如，这些可包括ISO/IEC 27001、ISO/IEC 27701和ISO 9001中分
别涵盖的安全、隐私和质量主题。

在提供、使用或开发人工智能系统时，潜在的相关通用管理系统标准（但不限于以下
标准）包括：

—ISO/IEC 27001：在大多数情况下，安全是实现组织与人工智能系统目标的关键。组织
如何追求安全目标取决于其具体情境和自身政策。如果组织认为有必要实施人工智
能管理系统

https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
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为以同样全面系统的方式实现安全目标，企业可依据ISO/IEC 27001标准实施信息安
全管理体系。由于ISO/IEC 27001与人工智能管理体系均采用统一的高层架构，其整
合应用不仅便于操作，更能为企业带来显著效益。在此情况下，本文件中涉及信息
安全的管控措施（详见B.6.1.2节）可与企业实施ISO/IEC 27001的流程实现无缝衔接。

—ISO/IEC 27701：在众多应用场景中，个人身份信息（PII）常由人工智能系统处理。

企业通过采用该标准，既能满足隐私保护的法定要求，又能实现自身政策目标。与
ISO/IEC 27001标准类似，将ISO/IEC 27701标准融入人工智能管理体系能为企业带来
双重效益。人工智能管理体系中涉及隐私保护的目标与管控措施（详见B.2.3和B.5.4
节），可与企业实施的ISO/IEC 27701标准形成协同效应。

— ISO 9001：对众多企业而言，符合ISO 9001标准是其以客户为中心、切实关注内部

效能的关键标志。通过独立开展ISO 9001合规评估，不仅能促进跨组织业务发展，
更能增强客户对产品或服务的信任。当涉及人工智能技术时，若将AI管理系统与
ISO 9001标准同步实施，可显著提升客户对组织或AI系统的信任度。该管理系统能
与ISO 9001要求（如风险管理、软件开发、供应链协调等）形成互补，助力企业实
现其战略目标。

除上述通用管理体系标准外，人工智能管理系统还可与特定行业专用管理系统协同使
用。例如，ISO 22000与人工智能管理系统均适用于食品生产、加工及物流领域的人工
智能系统。另一个典型案例是ISO 13485标准。实施AI管理系统可支持ISO 13485中与医
疗器械软件相关的要求或来自医疗部门的其他国际标准的要求，如IEC 62304。

https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30192065U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30089751U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields ofmutual interest. Other international
organizations, governmental and non-governmental, in liaisonwith ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

ISOand IECdrawattentiontothe possibilitythat the implementation ofthis documentmay involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of
any claimedpatentrights inrespect thereof.As ofthe date ofpublication ofthis document, ISOand IEC
had not received notice of (a) patent(s) which may be required to implement this document. However,
implementersare cautionedthatthis may notrepresentthe latest information,whichmay be obtained
fromthepatentdatabaseavailableatwww.iso.org/patentsandhttps://patents.iec.ch. ISOandIEC shall
notbeheldresponsiblefor identifyingany or all such patent rights.

Any trade name used in this document is information given for the convenience ofusers and does not
constituteanendorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html. In the IEC, seewww.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC42,Artificial intelligence.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

Artificial intelligence (AI) is increasingly applied across all sectors utilizing information technology
and is expected to be one of the main economic drivers. A consequence of this trend is that certain
applicationscangiverisetosocietal challenges overthe comingyears.

Thisdocument intendstohelporganizations responsibly performtheir rolewith respect toAI systems
(e.g. to use, develop, monitor or provide products or services that utilize AI). AI potentially raises
specificconsiderationssuchas:

— The use ofAI for automatic decision-making, sometimes in a non-transparentand non-explainable
way,canrequirespecificmanagementbeyondthemanagement ofclassical IT systems.

— The use of data analysis, insight and machine learning, rather than human-coded logic to design
systems,bothincreasestheapplicationopportunities forAIsystemsandchangesthewaythatsuch
systemsaredeveloped, justifiedanddeployed.

— AI systems that perform continuous learning change their behaviour during use. They require
specialconsiderationtoensuretheirresponsibleuse continueswith changingbehaviour.

This document provides requirements for establishing, implementing, maintaining and continually
improvinganAImanagementsystemwithinthecontextofanorganization.Organizationsareexpected
tofocustheirapplicationofrequirementson features that are unique toAI. Certain features ofAI, such
astheabilitytocontinuously learnandimproveor a lack oftransparency or explainability, canwarrant
different safeguards if they raise additional concerns comparedtohowthetaskwouldtraditionally be
performed.TheadoptionofanAImanagementsystemtoextendtheexistingmanagementstructures is
astrategicdecisionfor an organization.

The organization’s needs and objectives, processes, size and structure as well as the expectations of
various interested parties influence the establishment and implementation of the AI management
system. Another set of factors that influence the establishment and implementation of the AI
management system are the many use cases for AI and the need to strike the appropriate balance
betweengovernancemechanismsandinnovation. Organizations can electto apply these requirements
using a risk-based approachto ensurethatthe appropriate level ofcontrol is applied forthe particular
AI use cases, services or products within the organization’s scope. All these influencing factors are
expectedtochangeandbereviewedfromtime to time.

The AI management system should be integrated with the organization’s processes and overall
management structure. Specific issues related to AI should be considered in the design of processes,
informationsystemsandcontrols. Crucialexamples ofsuchmanagement processes are:

— determination of organizational objectives, involvement of interested parties and organizational
policy;

— managementofrisksandopportunities;

— processes for the management of concerns related to the trustworthiness ofAI systems such as
security, safety, fairness, transparency, data qualityand quality ofAIsystems throughout their life
cycle;

— processes for the management ofsuppliers, partners and third parties that provide or develop AI
systemsfortheorganization.

Thisdocumentprovidesguidelinesforthedeploymentofapplicablecontrolstosupport suchprocesses.

This document avoids specific guidance on management processes. The organization can combine
generally accepted frameworks, other International Standards and its own experience to implement
crucialprocessessuchasriskmanagement, life cyclemanagement anddata qualitymanagementwhich
areappropriateforthespecificAIuse cases,products or serviceswithin the scope.
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An organization conforming with the requirements in this document can generate evidence of its
responsibilityandaccountabilityregardingitsrolewith respect toAI systems.

The order inwhich requirements are presented in this document does not reflect their importance or
imply the order inwhich they are implemented. The list items are enumerated for reference purposes
only.

Compatibility with other management system standards

This document applies the harmonized structure (identical clause numbers, clause titles, text and
common terms and core definitions) developed to enhance alignment among management system
standards (MSS). The AI management system provides requirements specific to managing the issues
and risks arising from using AI in an organization. This common approach facilitates implementation
and consistencywith other management system standards, e.g. related to quality, safety, security and
privacy.

ISO27001-2013 信息技术 安全技术信息安全管理体系内审员培训
https://www.pinzhi.org/forum.php?mod=viewthread&tid=69586

ISO/IEC-27000:2016 信息技术-安全技术信息安全管理体系-概述和
https://www.pinzhi.org/forum.php?mod=viewthread&tid=58973

ISO 20000-1:2018《信息技术 服务管理第一部分服务管理体系要求》
https://www.pinzhi.org/forum.php?mod=viewthread&tid=65825

GB/T 22080-2016《信息安全管理体系 要求》
https://www.pinzhi.org/forum.php?mod=viewthread&tid=72037

华为信息安全管理体系考察表 Information Security System Audit
https://www.pinzhi.org/forum.php?mod=viewthread&tid=71380

ISO/IEC 20000-1《信息技术服务管理》和ISO/IEC 27001《信息安全管理体系》
https://www.pinzhi.org/forum.php?mod=forumdisplay&fid=79

GB/T 41271-2022 《生产过程质量控制 通信一致性测试方法》
https://www.pinzhi.org/forum.php?mod=viewthread&tid=78372

ISO/IEC 27701-2019《隐私信息管理体系》【中文译本】
https://www.pinzhi.org/forum.php?mod=viewthread&tid=70961

ISO/IEC 27701:2019《隐私信息管理体系标准》
https://www.pinzhi.org/forum.php?mod=viewthread&tid=62551

ISO27701-2019手册程序文件表单全套文件 (373页 Word文档)
https://www.pinzhi.org/forum.php?mod=viewthread&tid=83870

ISO/IEC 29100:2011 Security techniques - Privacy framework 标准
https://www.pinzhi.org/forum.php?mod=viewthread&tid=72491

ISO/IEC 20000-1《信息技术服务管理》和ISO/IEC 27001《信息安全管理体系》
https://www.pinzhi.org/forum.php?mod=forumdisplay&fid=79
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Information technology— Artificial intelligence—
Management system

1 Scope

This document specifies the requirements and provides guidance for establishing, implementing,
maintaining and continually improving an AI (artificial intelligence) management system within the
contextofanorganization.

This document is intended for use by an organization providing or using products or services that
utilize AI systems. This document is intended to help the organization develop, provide or use AI
systemsresponsibly inpursuingitsobjectivesandmeetapplicable requirements, obligations related to
interestedpartiesandexpectations fromthem.

This document is applicable to any organization, regardless of size, type and nature, that provides or
usesproductsorservices thatutilizeAI systems.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undatedreferences, thelatesteditionofthe referenced document (including any amendments) applies.

ISO/IEC 22989:2022, Information technology — Artificial intelligence — Artificial intelligence concepts
and terminology

3 Terms and definitions

Forthepurposes of this document,theterms and definitionsgiven in ISO/IEC 22989 and the following
apply.

ISOand IECmaintainterminologydatabasesfor use in standardization atthe following addresses:
— ISOOnlinebrowsingplatform: availableathttps://www.iso.org/obp
— IECElectropedia: availableathttps://www.electropedia.org/

3.1
organization
personorgroupofpeoplethathasitsownfunctionswithresponsibilities, authorities and relationships
to achieve its objectives (3.6)

Note1toentry:Theconceptoforganizationincludes,butisnotlimitedto,sole-trader,company,corporation,firm,
enterprise,authority,partnership,charityor institutionorpart or combinationthereof,whether incorporated or
not,publicor private.

Note 2toentry: If theorganization ispart ofa larger entity, the term“organization”refers onlyto the part ofthe
larger entity that iswithin the scopeof theAImanagement system (3.4).

3.2
interested party
person or organization (3.1) that canaffect, beaffectedby,orperceive itself to be affected by a decision
oractivity
Note 1toentry:Anoverviewofinterestedparties inAI is provided in ISO/IEC 22989:2022, 5.19.

© ISO/IEC 2023 – All rights reserved 1

https://www.iso.org/obp/ui
https://www.electropedia.org/


BS ISO/IEC 42001:2023
ISO/IEC 42001:2023(E)

3.3
top management
personorgroupofpeoplewhodirectsand controls an organization (3.1) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization.

Note 2 to entry: If the scope of the management system (3.4) covers only part of an organization, then top
managementreferstothosewhodirectandcontrolthat part ofthe organization.

3.4
management system
set of interrelated or interacting elements of an organization (3.1) to establish policies (3.5) and
objectives (3.6), aswell asprocesses (3.8) to achieve thoseobjectives

Note 1toentry:Amanagementsystemcanaddress a single discipline or several disciplines.

Note2toentry:Themanagementsystemelementsincludetheorganization’sstructure,rolesandresponsibilities,
planningandoperation.

3.5
policy
intentions anddirectionof an organization (3.1) as formally expressedby its top management (3.3)

3.6
objective
result tobeachieved

Note 1toentry:Anobjectivecanbe strategic, tactical, or operational.

Note2toentry:Objectivescanrelatetodifferentdisciplines(suchasfinance,healthandsafety,andenvironment).
Theycanbe, forexample,organization-wide or specific to a project, product orprocess (3.8).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended result, as a purpose, as an
operational criterion, as an AI objective or by the use of other words with similar meaning (e.g. aim, goal, or
target).

Note 4 to entry: In the context ofAI management systems (3.4), AI objectives are set by the organization (3.1),
consistentwith the AI policy (3.5), to achieve specific results.

3.7
risk
effectofuncertainty

Note 1toentry:Aneffect isa deviation fromthe expected—positive ornegative.

Note 2 to entry: Uncertainty is the state, even partial, ofdeficiency of information related to, understanding or
knowledgeof,anevent, its consequence, or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential events (as defined in ISO Guide 73) and
consequences (asdefinedin ISOGuide 73),ora combination ofthese.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changesincircumstances)andtheassociatedlikelihood (as defined in ISOGuide 73) ofoccurrence.

3.8
process
setof interrelatedor interactingactivitiesthatuses ortransforms inputs to deliver a result

Note 1toentry:Whethertheresultofaprocessiscalled anoutput, a product or a service depends on the context
of the reference.
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3.9
competence
abilitytoapplyknowledgeandskills to achieve intended results

3.10
documented information
information required to be controlled and maintained by an organization (3.1) and the medium on
whichit is contained
Note 1toentry: Documentedinformationcanbe in any formatandmedia and fromany source.

Note 2toentry: Documentedinformationcanreferto:

— themanagement system (3.4), including related processes (3.8);

— information createdin order for the organization to operate (documentation);

— evidenceofresultsachieved (records).

3.11
performance
measurableresult
Note 1toentry: Performancecanrelateeitherto quantitative or qualitative findings.

Note 2 to entry: Performance can relate to managing activities, processes (3.8), products, services, systems or
organizations (3.1).

Note 3toentry:Inthecontextofthisdocument, performance refersboth to results achievedbyusingAI systems
and results related to the AI management system (3.4). The correct interpretation of the term is clear from the
contextof itsuse.

3.12
continual improvement
recurringactivity to enhance performance (3.11)

3.13
effectiveness
extenttowhichplannedactivitiesarerealizedand planned results are achieved

3.14
requirement
needorexpectationthat isstated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization (3.1) and
interestedparties (3.2) that theneedorexpectationunderconsideration is implied.

Note2 toentry:A specified requirement isone that is stated, e.g. in documented information (3.10).

3.15
conformity
fulfilment of a requirement (3.14)

3.16
nonconformity
non-fulfilmentof a requirement (3.14)

3.17
corrective action
actiontoeliminate thecause(s)ofa nonconformity (3.16) andto prevent recurrence
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3.18
audit
systematic and independent process (3.8) for obtaining evidence and evaluating it objectively to
determinetheextenttowhichtheaudit criteriaare fulfilled

Note 1to entry:Anaudit canbean internal audit (first party) or an external audit (second party or third party),
anditcanbeacombined audit (combining twoormore disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.1) itself, or by an external party on its
behalf.

Note 3toentry:“Auditevidence”and“auditcriteria”are definedin ISO 19011.

3.19
measurement
process (3.8) todetermineavalue

3.20
monitoring
determining thestatusofa system,aprocess (3.8) or an activity

Note 1toentry:Todeterminethestatus, there canbe a need to check, supervise or critically observe.

3.21
control
<risk>measurethatmaintainsand/ormodifies risk (3.7)

Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice or other conditions
and/oractionswhichmaintainand/ormodifyrisk.

Note 2toentry: Controlsmaynotalways exertthe intended or assumedmodifying effect.

[SOURCE: ISO 31000:2018, 3.8,modified—Added <risk>asapplication domain]

3.22
governing body
personorgroupofpeoplewhoareaccountablefortheperformanceandconformanceoftheorganization

Note 1toentry:Notallorganizations,particularlysmallorganizations,willhavea governingbody separate from
topmanagement.

Note 2to entry:Agoverningbody can include,but is not limited to, board ofdirectors, committees ofthe board,
supervisoryboard, trusteesoroverseers.

[SOURCE: ISO/IEC 38500:2015, 2.9,modified—AddedNotestoentry.]

3.23
information security
preservationofconfidentiality, integrityandavailabilityof information

Note 1to entry: Otherpropertiessuchasauthenticity, accountability, non-repudiation and reliability can alsobe
involved.

[SOURCE: ISO/IEC27000:2018, 3.28]

3.24
AI system impact assessment
formal, documented process by which the impacts on individuals, groups of individuals, or both, and
societies are identified, evaluated and addressed by an organization developing, providing or using
productsorservicesutilizingartificial intelligence
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3.25
data quality
characteristicofdatathat thedatameettheorganization’s data requirements for a specific context
[SOURCE: ISO/IEC 5259-1:—1), 3.4]
3.26
statement of applicability
documentationofall necessary controls (3.23) andjustification for inclusion or exclusion ofcontrols
Note 1 to entry: Organizations may not require all controls listed in Annex A or may even exceed the list in
AnnexAwithadditionalcontrolsestablishedbytheorganization itself.

Note 2 to entry: All identified risks shall be documented by the organization according to the requirements of
this document. All identified risks and the risk management measures (controls) established to address them
shallbereflectedinthestatementofapplicability.

4 Context of the organization

4.1 Understanding the organization and its context

The organization shall determine external and internal issuesthatare relevantto itspurpose andthat
affect itsabilitytoachievetheintended result(s) of itsAImanagement system.

Theorganizationshalldeterminewhetherclimate change is a relevant issue.

Theorganizationshallconsidertheintendedpurpose oftheAI systems that are developed, provided or
usedbytheorganization.Theorganizationshall determine its roleswith respect to theseAI systems.

NOTE 1 To understand the organization and its context, it canbehelpful for the organization to determine its
rolerelativetotheAIsystem.Theseroles can include,but arenot limited to, one ormore ofthe following:

— AIproviders, includingAI platformproviders,AI product or serviceproviders;

— AIproducers, includingAI developers,AI designers,AI operators,AI testers and evaluators,AI deployers,AI
human factor professionals, domain experts, AI impact assessors, procurers, AI governance and oversight
professionals;

— AI customers, includingAIusers;

— AIpartners, includingAI system integrators and dataproviders;

— AIsubjects, including data subjects and other subjects;

— relevantauthorities, including policymakers and regulators.

A detailed description of these roles is provided by ISO/IEC 22989. Furthermore, the types of roles and their
relationship to the AI system life cycle are also described in the NIST AI risk management framework.[29] The
organization’s roles can determinethe applicability and extent ofapplicability ofthe requirements and controls
in this document.

NOTE 2 Externalandinternal issuestobeaddressedunderthisclausecanvaryaccordingtotheorganization’s
roles and jurisdiction and their impact on its ability to achieve the intended outcome(s) of its AI management
system.Thesecaninclude,butare notlimitedto:

a) externalcontextrelated considerations such as:

1) applicable legalrequirements, includingprohibiteduses ofAI;

2) policies, guidelines and decisions from regulators that have an impact on the interpretation or
enforcementoflegalrequirementsinthedevelopmentanduse ofAI systems;

1) Underpreparation. Stageatthetime ofpublication ISO/IECDIS 5259-1:2023.
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3) incentivesorconsequencesassociatedwiththe intendedpurpose andtheuse ofAI systems;

4) culture, traditions,values,normsandethicswith respectto development anduse ofAI;

5) competitivelandscapeandtrendsfornewproducts and services usingAI systems;

b) internalcontextrelatedconsiderations such as:

1) organizationalcontext,governance,objectives (see6.2),policies andprocedures;

2) contractualobligations;

3) intendedpurposeoftheAIsystemtobe developed orused.

NOTE 3 Role determination can be formed by obligations related to categories of data the organization
processes (e.g. personally identifiable information (PII) processor or PII controller when processing PII). See
ISO/IEC 29100for PIIandrelatedroles. Rolescan alsobe informedby legal requirements specific toAI systems.

4.2 Understanding the needs and expectations of interested parties

Theorganizationshalldetermine:

— theinterestedparties thatarerelevanttotheAImanagement system;

— therelevantrequirementsoftheseinterestedparties;

— whichoftheserequirementswillbeaddressedthroughtheAImanagement system.

NOTE Relevantinterested parties canhave requirements related to climate change.

4.3 Determining the scope of the AI management system

The organization shall determine the boundaries and applicability of the AI management system to
establish its scope.

Whendeterminingthisscope, theorganization shall consider:

— theexternaland internal issuesreferredto in4.1;
— therequirementsreferredto in4.2.

Thescopeshallbeavailableas documented information.

The scope ofthe AI management system shall determine the organization’s activities with respect to
this document’s requirements ontheAImanagement system,leadership,planning, support, operation,
performance,evaluation, improvement,controlsand objectives.

4.4 AI management system

The organization shall establish, implement, maintain, continually improve and document an AI
management system, including the processes needed and their interactions, in accordance with the
requirementsof thisdocument.
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5 Leadership

5.1 Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the AI management
systemby:
— ensuringthat theAI policy (see5.2) andAI objectives (see6.2) are established and are compatible

withthestrategicdirectionoftheorganization;

— ensuring the integration of the AI management system requirements into the organization’s
businessprocesses;

— ensuringthattheresourcesneededfortheAImanagement systemare available;

— communicatingtheimportanceofeffectiveAImanagementandofconformingtotheAImanagement
systemrequirements;

— ensuringthattheAImanagementsystemachievesits intended result(s);

— directingandsupportingpersonstocontributetothe effectiveness oftheAImanagement system;
— promotingcontinualimprovement;
— supporting other relevant roles to demonstrate their leadership as it applies to their areas of

responsibility.

NOTE 1 Referenceto“business” inthisdocumentcanbe interpretedbroadly tomean those activities that are
coretothepurposesoftheorganization’sexistence.

NOTE 2 Establishing, encouraging and modelling a culture within the organization, to take a responsible
approach to using, development and governing AI systems can be an important demonstration of commitment
andleadershipbytopmanagement.Ensuringawarenessofandcompliancewithsucharesponsibleapproachand
insupportoftheAImanagementsystemthroughleadership can aid the success oftheAImanagement system.

5.2 AI policy

TopmanagementshallestablishanAIpolicy that:

a) isappropriate to the purpose ofthe organization;

b) providesa framework for settingAI objectives (see6.2);

c) includesacommitmenttomeetapplicable requirements;

d) includesacommitmenttocontinual improvement oftheAImanagement system.
TheAIpolicyshall:

— beavailableasdocumentedinformation;

— referasrelevanttootherorganizational policies;

— becommunicatedwithintheorganization;

— beavailable to interestedparties,asappropriate.
Control objectives and controls for establishing an AI policy are provided in A.2 in Table A.1.
Implementationguidanceforthesecontrols isprovided inB.2.

NOTE Considerationsfor organizationswhendevelopingAI policies areprovided in ISO/IEC 38507.
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5.3 Roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned
andcommunicatedwithintheorganization.

Topmanagementshallassigntheresponsibilityand authority for:

a) ensuringthattheAImanagement system conforms to the requirements ofthis document;

b) reportingonthe performance oftheAImanagement systemto topmanagement.
NOTE A control for defining and allocating roles and responsibilities is provided in A.3.2 in Table A.1.
Implementationguidancefor thiscontrol isprovided inB.3.2.

6 Planning

6.1 Actions to address risks and opportunities

6.1.1 General

WhenplanningfortheAImanagementsystem, the organization shall consider the issues referred to in
4.1 and the requirements referred to in4.2 and determine the risks and opportunities that need to be
addressedto:

— giveassurancethattheAImanagementsystemcan achieve its intended result(s);

— preventorreduceundesired effects;

— achievecontinualimprovement.

Theorganizationshall establishandmaintainAI risk criteria that support:

— distinguishingacceptable fromnon-acceptablerisks;

— performingAIriskassessments;

— conductingAIrisktreatment;

— assessingAIrisk impacts.

NOTE 1 Considerationsto determinethe amount andtype ofrisk that an organization iswilling to pursue or
retainareprovidedin ISO/IEC 38507and ISO/IEC 23894.

Theorganizationshalldeterminetherisks and opportunities accordingto:

— thedomainandapplicationcontext ofanAIsystem;

— theintendeduse;

— theexternaland internalcontextdescribed in4.1.

NOTE 2 MorethanoneAIsystemcanbeconsideredinthescopeoftheAImanagementsystem. Inthis casethe
determinationofopportunitiesanduses isperformedfor eachAI system or groupings ofAI systems.

Theorganizationshall plan:

a) actionstoaddress these risks and opportunities;

b) how to:

1) integrateandimplementthe actions into itsAImanagement systemprocesses;

2) evaluate theeffectiveness oftheseactions.
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Theorganizationshall retaindocumentedinformationonactionstakento identify andaddressAIrisks
andAIopportunities.

NOTE 3 Guidance on howto implement riskmanagement for organizations developing, providing or usingAI
products,systemsandservicesisprovided in ISO/IEC 23894.

NOTE4 The context of the organization and its activities can have an impact on the organization’s risk
managementactivities.

NOTE 5 Theway of defining risk and therefore of envisioning risk management can vary across sectors and
industries. The definition ofrisk in3.7 allows a broadvision ofrisk adaptable to any sector, such as the sectors
mentioned inAnnex D. In any case, it is the role ofthe organization, as part ofrisk assessment, to first adopt a
visionofriskadaptedtoitscontext.This can include approaching riskthrough definitions used in sectorswhere
theAIsystemisdevelopedfor andused, suchasthe definition from ISO/IECGuide 51.

6.1.2 AI risk assessment

Theorganizationshalldefineand establish anAI riskassessment process that:

a) is informed by and alignedwith theAI policy (see5.2) andAI objectives (see6.2);
NOTE Whenassessingtheconsequencesas part of6.1.2 d) 1), the organization canutilize anAI system
impactassessmentas indicatedin6.1.4.

b) is designed such that repeated AI risk assessments can produce consistent, valid and comparable
results;

c) identifies risks thataidorpreventachieving itsAI objectives;

d) analyses theAI risks to:

1) assess the potential consequences to the organization, individuals and societies that would
result if the identifiedrisksweretomaterialize;

2) assess,whereapplicable, therealistic likelihood ofthe identified risks;

3) determinethe levels ofrisk;

e) evaluates theAIrisksto:

1) comparetheresultsofthe risk analysiswith the risk criteria (see6.1.1);

2) prioritize theassessedrisks for risk treatment.

Theorganizationshall retaindocumented information abouttheAI risk assessment process.

6.1.3 AI risk treatment

Taking the risk assessment results into account, the organization shall define an AI risk treatment
process to:

a) select appropriateAI risktreatment options;

b) determine all controls that are necessary to implement the AI risk treatment options chosen and
comparethecontrolswith thoseinAnnexAtoverifythatnonecessarycontrolshavebeenomitted;
NOTE 1 AnnexA provides reference controls for meeting organizational objectives and addressing risks
relatedtothedesignanduse ofAI systems.

c) consider thecontrols fromAnnexA thatare relevant for the implementationoftheAIrisk treatment
options;

d) identify ifadditional controlsarenecessarybeyond those inAnnexA in order to implement all risk
treatmentoptions;
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e) consider the guidance inAnnex B for the implementation ofcontrols determined inb) and c);

NOTE 2 Control objectives are implicitly included in the controls chosen. The organization can select an
appropriate set of control objectives and controls fromAnnex A. The Annex A controls are not exhaustive
andadditionalcontrolobjectivesandcontrolscanbeneeded. Ifdifferentoradditionalcontrolsarenecessary
beyond those inAnnexA, the organization can design such controls or take them from existing sources.AI
riskmanagementcanbeintegratedin othermanagement systems, ifapplicable.

f) produce a statement of applicability that contains the necessary controls [see b), c) and d)] and
provide justification for inclusion and exclusion ofcontrols. Justification for exclusion can include
where the controls are not deemed necessary by the risk assessment and where they are not
requiredby (oraresubjecttoexceptionsunder) applicable external requirements.
NOTE 3 The organization can provide documented justifications for excluding any control objectives in
generalorforspecificAIsystems,whether those listed inAnnexA or establishedby the organization itself.

g) formulateanAI risktreatmentplan.

Theorganizationshallobtainapproval fromthe designatedmanagement fortheAI risk treatment plan
andforacceptanceoftheresidualAIrisks. The necessary controls shall be:

— alignedto theobjectives in6.2;

— availableasdocumentedinformation;

— communicatedwithintheorganization;

— availableto interestedparties,asappropriate.

Theorganizationshall retaindocumented information abouttheAI risktreatment process.

6.1.4 AI system impact assessment

The organization shall define a process for assessing the potential consequences for individuals or
groupsof individuals,orboth,andsocietiesthatcanresult fromthedevelopment,provisionoruse ofAI
systems.

The AI system impact assessment shall determine the potential consequences an AI system’s
deployment, intended use and foreseeable misuse has on individuals or groups ofindividuals, or both,
andsocieties.

The AI system impact assessment shall take into account the specific technical and societal context
wheretheAIsystemisdeployedand applicable jurisdictions.

The result ofthe AI system impact assessment shall be documented.Where appropriate, the result of
the system impact assessment can be made available to relevant interested parties as defined by the
organization.

The organization shall consider the results of theAI system impact assessment in the risk assessment
(see6.1.2).A.5 inTableA.1providescontrols forassessing impacts ofAI systems.

NOTE In some contexts (such as safety or privacy critical AI systems), the organization can require that
discipline-specificAIsystemimpactassessments (e.g.safety,privacyor security impact)be performedas part of
theoverall riskmanagementactivitiesofanorganization.

6.2 AI objectives and planning to achieve them

TheorganizationshallestablishAIobjectives at relevant functions and levels.

TheAIobjectivesshall:

a) be consistentwiththeAI policy (see5.2);
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b) be measurable (ifpracticable);

c) takeintoaccountapplicablerequirements;

d) bemonitored;

e) becommunicated;

f) beupdatedasappropriate;

g) beavailableas documented information.

WhenplanninghowtoachieveitsAIobjectives, the organization shall determine:

— whatwillbedone;

— whatresourceswillberequired;

— whowillberesponsible;

— whenitwillbe completed;

— howtheresultswillbeevaluated.
NOTE A non-exclusive list of AI objectives relating to risk management is provided in Annex C. Control
objectives and controls for identifying objectives for responsible development and use of AI systems and
measures to achieve them are provided in A.6.1 and A.9.3 in Table A.1. Implementation guidance for these
controls is provided inB.6.1 and B.9.3.

6.3 Planning of changes

When the organization determines the need for changes to the AI management system, the changes
shallbecarriedoutin a plannedmanner.

7 Support

7.1 Resources

The organization shall determine and provide the resources needed for the establishment,
implementation,maintenanceandcontinualimprovementoftheAImanagement system.
NOTE Control objectives and controls for AI resources are provided in A.4 in Table A.1. Implementation
guidance forthesecontrols isprovidedinClause B.4.

7.2 Competence

Theorganizationshall:

— determine the necessary competence ofperson(s) doing work under its control that affects its AI
performance;

— ensure that these persons are competent on the basis of appropriate education, training or
experience;

— whereapplicable, takeactionstoacquirethenecessary competence,and evaluate the effectiveness
of theactionstaken.

Appropriatedocumentedinformationshallbeavailable as evidence ofcompetence.

NOTE 1 Implementation guidance for human resources including consideration of necessary expertise is
provided inB.4.6.
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NOTE 2 Applicable actions can include, for example: the provision oftraining to, the mentoring of, or the re-
assignmentofcurrentlyemployedpersons;orthehiring or contracting ofcompetentpersons.

7.3 Awareness

Personsdoingworkundertheorganization’s controlshall be aware of:

— theAIpolicy (see5.2);

— their contribution to the effectiveness of the AI management system, including the benefits of
improvedAIperformance;

— theimplicationsofnotconformingwiththeAImanagement system requirements.

7.4 Communication

The organization shall determine the internal and external communications relevant to the AI
managementsystemincluding:

— whatitwillcommunicate;

— whentocommunicate;

— withwhomtocommunicate;

— howtocommunicate.

7.5 Documented information

7.5.1 General

Theorganization’sAImanagementsystemshall include:

a) documentedinformation requiredby this document;

b) documented information determined by the organization as being necessary for the effectiveness
oftheAImanagementsystem.

NOTE TheextentofdocumentedinformationforanAImanagementsystemcandifferfromoneorganization
toanother dueto:

— thesize oforganizationand its type ofactivities, processes, products and services;

— thecomplexity ofprocessesandtheir interactions;

— the competence of persons.

7.5.2 Creating and updating documented information

Whencreatingandupdatingdocumentedinformation, the organization shall ensure appropriate:
— identificationanddescription (e.g.a title,date, author or reference number);
— format (e.g. language,softwareversion,graphics)andmedia (e.g. paper, electronic);

— reviewandapproval forsuitabilityand adequacy.
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7.5.3 Control of documented information

Documented information required by the AI management system and by this document shall be
controlled to ensure:

a) it is available and suitable for use,where andwhen it is needed;

b) it isadequately protected (e.g. from loss ofconfidentiality, improper use or loss of integrity).

For the control of documented information, the organization shall address the following activities, as
applicable:

— distribution,access, retrievalanduse;

— storageandpreservation, includingpreservationof legibility;

— controlofchanges (e.g.versioncontrol);

— retentionanddisposition.

Documented information of external origin determined by the organization to be necessary for the
planningandoperationoftheAImanagement system shallbe identified as appropriate and controlled.

NOTE Access can imply a decision regarding the permission to view the documented information only, or
thepermissionandauthoritytoviewandchange the documented information.

8 Operation

8.1 Operational planning and control

The organization shallplan, implementand controltheprocesses needed tomeet requirements, and to
implementtheactionsdeterminedinClause 6,by:

— establishingcriteriafortheprocesses;

— implementingcontroloftheprocessesinaccordancewith the criteria.
The organization shall implement the controls determined according to 6.1.3 that are related to the
operation of the AI management system (e.g. AI system development and usage life cycle related
controls).

The effectiveness of these controls shall be monitored and corrective actions shall be considered
if the intended results are not achieved. Annex A lists reference controls and Annex B provides
implementationguidanceforthem.

Documented information shall be available to the extent necessary to have confidence that the
processeshavebeencarriedout as planned.

The organization shall control planned changes and review the consequences ofunintended changes,
takingactiontomitigateanyadverseeffects, as necessary.

Theorganizationshallensurethatexternallyprovidedprocesses,productsorservices thatarerelevant
totheAImanagementsystemarecontrolled.

8.2 AI risk assessment

The organization shall perform AI risk assessments in accordance with 6.1.2 at planned intervals or
whensignificantchangesareproposed or occur.

Theorganizationshall retaindocumentedinformation ofthe results ofallAI risk assessments.
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8.3 AI risk treatment

The organization shall implement the AI risk treatment plan according to 6.1.3 and verify its
effectiveness.

When risk assessments identify new risks that require treatment, a risk treatment process in
accordancewith6.1.3 shallbeperformedfor theserisks.

When risk treatment options as defined by the risk treatment plan are not effective, these treatment
options shall be reviewed and revalidated following the risk treatment process according to6.1.3 and
therisktreatmentplanshallbe updated.

Theorganizationshall retaindocumentedinformation ofthe results ofallAI risk treatments.

8.4 AI system impact assessment

The organization shall performAI system impact assessments according to 6.1.4 at planned intervals
orwhensignificantchangesareproposedto occur.

The organization shall retain documented information of the results of all AI system impact
assessments.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

Theorganizationshalldetermine:

— whatneedstobemonitoredandmeasured;

— the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results;

— whenthemonitoringandmeasuringshallbe performed;

— whentheresults frommonitoringandmeasurement shall be analysed and evaluated.

Documentedinformationshallbeavailableas evidence ofthe results.

Theorganizationshallevaluatetheperformance andthe effectiveness oftheAImanagement system.

9.2 Internal audit

9.2.1 General

The organization shall conduct internal audits at planned intervalsto provide information onwhether
theAImanagementsystem:

a) conformsto:

1) theorganization’sown requirements for itsAImanagement system;

2) therequirementsofthis document;

b) iseffectively implemented andmaintained.

9.2.2 Internal audit programme

The organization shall plan, establish, implement andmaintain (an) audit programme(s), includingthe
frequency,methods,responsibilities,planningrequirementsand reporting.
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When establishing the internal audit programme(s), the organization shall consider the importance of
theprocessesconcernedandtheresults ofpreviousaudits.

Theorganizationshall:

a) definethe audit objectives, criteria and scope for each audit;

b) selectauditorsand conduct auditsto ensure objectivity and the impartiality ofthe audit process;

c) ensure that theresultsofauditsarereportedto relevantmanagers.

Documentedinformationshallbeavailableasevidenceoftheimplementationoftheauditprogramme(s)
andtheauditresults.

9.3 Management review

9.3.1 General

Topmanagementshallreviewtheorganization’sAImanagementsystem,atplannedintervals,toensure
itscontinuingsuitability, adequacyandeffectiveness.

9.3.2 Management review inputs

Themanagementreviewshall include:

a) thestatus ofactionsfrompreviousmanagement reviews;

b) changesinexternal and internal issues that are relevant to theAImanagement system;

c) changes in needs and expectations of interested parties that are relevant to the AI management
system;

d) informationontheAImanagementsystemperformance, includingtrends in:

1) nonconformitiesand correctiveactions;

2) monitoringandmeasurement results;

3) auditresults;

e) opportunitiesforcontinualimprovement.

9.3.3 Management review results

The results of the management review shall include decisions related to continual improvement
opportunitiesandanyneedforchanges to theAImanagement system.

Documentedinformationshallbeavailableas evidence ofthe results ofmanagementreviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the AI
managementsystem.
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10.2 Nonconformity and corrective action

Whenanonconformityoccurs, theorganization shall:

a) react tothe nonconformity and as applicable:

1) takeactionto control and correct it;

2) dealwith the consequences;

b) evaluatetheneedfor action to eliminate the cause(s) ofthe nonconformity, so that it doesnot recur
oroccur elsewhere,by:

1) reviewingthe nonconformity;

2) determiningthecausesofthe nonconformity;

3) determiningif similarnonconformitiesexist or can potentially occur;

c) implementanyactionneeded;

d) reviewtheeffectivenessofanycorrective actiontaken;

e) make changestotheAImanagement system, ifnecessary.

Correctiveactionsshallbeappropriate tothe effects ofthenonconformities encountered.

Documentedinformationshallbeavailableas evidence of:

— thenatureofthenonconformitiesandany subsequent actions taken;

— theresultsofanycorrectiveaction.
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Annex A
(normative)

Reference control objectives and controls

A.1 General
ThecontrolsdetailedinTableA.1providethe organizationwith a reference formeeting organizational
objectives and addressing risks related to the design and operation ofAI systems. Not all the control
objectivesand controls listedinTableA.1are required to be used, and the organization can design and
implement their own controls (see 6.1.3).

Annex Bprovidesimplementationguidanceforall the controls listed inTableA.1.

Table A.1— Control objectives and controls

A.2 Policies related to AI
Objective:ToprovidemanagementdirectionandsupportforAI systems according tobusiness requirements.

Topic Control

A.2.2 AIpolicy Theorganizationshalldocumentapolicy for the develop-
mentoruse ofAI systems.

A.2.3 Alignmentwithotherorganiza-
tionalpolicies

Theorganizationshalldeterminewhereother policies can
beaffectedbyorapplyto, the organization’s objectives
withrespect toAIsystems.

A.2.4 Reviewof theAIpolicy TheAIpolicyshallbereviewedatplanned intervals or
additionallyasneededtoensureits continuing suitability,
adequacyandeffectiveness.

A.3 Internal organization
Objective:Toestablishaccountabilitywithintheorganizationto uphold its responsible approach for the imple-
mentation,operationandmanagementofAIsystems.

Topic Control

A.3.2 AIrolesandresponsibilities Rolesandresponsibilities forAIshallbe definedand allo-
catedaccordingtotheneedsoftheorganization.

A.3.3 Reporting of concerns Theorganizationshalldefineand put in place a process to
reportconcernsabouttheorganization’srolewith respect
toanAIsystemthroughout its life cycle.

A.4 Resources for AI systems
Objective:Toensurethattheorganizationaccounts forthe resources (includingAI system components and
assets)oftheAIsysteminorderto fully understand and address risks and impacts.

Topic Control

A.4.2 Resourcedocumentation Theorganizationshall identifyanddocument relevant
resourcesrequiredfor theactivitiesatgivenAI systemlife
cyclestagesandotherAI-relatedactivitiesrelevant forthe
organization.

A.4.3 Dataresources Aspartof resource identification, theorganizationshall
documentinformationaboutthedataresourcesutilized
fortheAIsystem.

A.4.4 Tooling resources Aspartofresource identification, theorganizationshall
document informationaboutthetoolingresourcesutilized
fortheAIsystem.
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Table A.1 (continued)

A.4.5 Systemandcomputingresources Aspartof resource identification, theorganizationshall
document informationabout thesystemandcomputing
resourcesutilizedfor theAIsystem.

A.4.6 Humanresources Aspartofresource identification, theorganizationshall
documentinformationaboutthehumanresourcesand
theircompetencesutilizedforthedevelopment, deploy-
ment,operation,changemanagement,maintenance,
transferanddecommissioning,aswellasverificationand
integrationof theAIsystem.

A.5 Assessing impacts ofAI systems
Objective:ToassessAIsystemimpactstoindividuals or groups of individuals, orboth, and societies affected
bytheAIsystemthroughout its lifecycle.

Topic Control

A.5.2 AIsystemimpactassessment
process

Theorganizationshallestablishaprocess to assess the
potentialconsequencesfor individualsorgroups of indi-
viduals,orboth,andsocietiesthatcan result fromtheAI
systemthroughout its lifecycle.

A.5.3 DocumentationofAIsystemim-
pactassessments

Theorganizationshalldocumenttheresults ofAI system
impactassessmentsandretainresults fora defined peri-
od.

A.5.4 AssessingAIsystemimpacton in-
dividualsorgroupsof individuals

Theorganization shall assess anddocument the potential
impactsofAIsystemsto individualsorgroups of individu-
als throughoutthesystem’s lifecycle.

A.5.5 Assessingsocietal impactsofAI
systems

Theorganizationshallassessanddocument thepotential
societal impacts oftheir AI systems throughout their life
cycle.

A.6 AI system life cycle
A.6.1ManagementguidanceforAIsystemdevelopment
Objective:Toensurethattheorganizationidentifies and documents objectives and implements processes for
theresponsibledesignanddevelopmentofAI systems.

Topic Control

A.6.1.2 Objectives for responsible develop-
mentofAIsystem

Theorganizationshall identifyanddocument objectives
toguidetheresponsibledevelopmentAIsystems,and take
thoseobjectives intoaccountandintegratemeasuresto
achievetheminthedevelopmentlife cycle.

A.6.1.3 ProcessesforresponsibleAIsys-
temdesignanddevelopment

Theorganization shall defineand document the specific
processesfortheresponsibledesignand development of
theAIsystem.

A.6.2AI systemlifecycle
Objective:Todefinethecriteriaand requirements for each stage oftheAI systemlife cycle.

Topic Control

A.6.2.2 AIsystemrequirementsand spec-
ification

Theorganizationshallspecifyanddocument require-
mentsfornewAIsystemsormaterial enhancements to
existingsystems.

A.6.2.3 DocumentationofAIsystemdesign
anddevelopment

TheorganizationshalldocumenttheAIsystemdesign and
developmentbasedonorganizationalobjectives,docu-
mentedrequirementsandspecificationcriteria.

A.6.2.4 AIsystemverificationandvalida-
tion

Theorganizationshalldefineand documentverification
andvalidationmeasures fortheAIsystemandspecify
criteria fortheiruse.

A.6.2.5 AIsystemdeployment Theorganizationshalldocumenta deploymentplan and
ensurethatappropriaterequirementsaremetpriorto
deployment.
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Table A.1 (continued)

A.6.2.6 AIsystemoperationand monitor-
ing

Theorganizationshalldefineand documentthe necessary
elementsfortheongoingoperationof theAI system.Atthe
minimum,thisshouldincludesystemandperformance
monitoring,repairs,updatesandsupport.

A.6.2.7 AIsystemtechnicaldocumentation TheorganizationshalldeterminewhatAIsystemtechni-
caldocumentationisneededforeach relevant category of
interestedparties, suchasusers,partners, supervisory
authorities,andprovidethetechnicaldocumentationto
themintheappropriate form.

A.6.2.8 AIsystemrecordingofeventlogs Theorganizationshalldetermineatwhichphases ofthe
AIsystemlifecycle,recordkeeping ofeventlogs should be
enabled,butattheminimumwhentheAIsystem is inuse.

A.7 Data for AI systems
Objective:Toensurethattheorganizationunderstandstherole and impacts ofdata inAI systems in the appli-
cationanddevelopment,provisionoruse ofAI systems throughouttheir life cycles.

Topic Control
A.7.2 Datafordevelopmentand enhance-

mentofAIsystem
Theorganizationshalldefine,document and implement
datamanagementprocessesrelatedtothedevelopment of
AIsystems.

A.7.3 Acquisitionofdata The organization shall determine and document details
abouttheacquisitionandselectionofthe dataused inAI
systems.

A.7.4 Qualityofdata forAIsystems Theorganizationshalldefineand documentrequirements
fordataqualityandensurethat dataused to develop and
operatetheAIsystemmeetthoserequirements.

A.7.5 Dataprovenance Theorganizationshalldefineand documenta process for
recordingtheprovenanceofdatausedinitsAI systems
overthe lifecyclesofthedata andtheAI system.

A.7.6 Datapreparation Theorganizationshalldefineand documentits criteria
forselectingdatapreparationsandthe datapreparation
methods to be used.

A.8 Information for interested parties of AI systems
Objective:Toensurethatrelevantinterestedpartieshave the necessary information tounderstand and assess
therisksandtheir impacts (bothpositiveand negative).

Topic Control
A.8.2 Systemdocumentationandinfor-

mationfor users
Theorganizationshalldetermineandprovide theneces-
sary informationtousersof theAIsystem.

A.8.3 Externalreporting Theorganizationshallprovidecapabilitiesfor interested
parties toreportadverse impactsoftheAIsystem.

A.8.4 Communicationofincidents Theorganizationshalldetermineand documenta plan for
communicatingincidentstousersoftheAIsystem.

A.8.5 Informationfor interestedparties Theorganizationshalldetermineand documenttheir
obligationstoreportinginformationabouttheAIsystem
tointerestedparties.

A.9 Use of AI systems
Objective:ToensurethattheorganizationusesAI systems responsiblyand per organizational policies.

Topic Control
A.9.2 Processesforresponsibleuse ofAI

systems
Theorganizationshalldefineand documenttheprocesses
fortheresponsibleuseofAI systems.

A.9.3 Objectives for responsible use of AI
system

Theorganizationshall identifyanddocument objectives to
guidetheresponsibleuseofAI systems.
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Table A.1 (continued)

A.9.4 IntendeduseoftheAIsystem TheorganizationshallensurethattheAIsystem is used
accordingtotheintendedusesof theAIsystemand its
accompanyingdocumentation.

A.10 Third-party and customer relationships
Objective:Toensurethattheorganizationunderstands its responsibilitiesand remains accountable, and risks
areappropriatelyapportionedwhenthirdpartiesareinvolved at any stage oftheAI system life cycle.

Topic Control

A.10.2 Allocatingresponsibilities Theorganizationshallensurethatresponsibilitieswithin
theirAIsystemlifecycleareallocatedbetween the organi-
zation, itspartners, suppliers, customersandthird parties.

A.10.3 Suppliers Theorganizationshallestablishaprocess to ensure that
itsusageofservices,productsormaterials providedby
suppliersalignswiththeorganization’sapproachtothe
responsibledevelopmentanduseofAI systems.

A.10.4 Customers Theorganizationshallensurethat itsresponsible ap-
proachtothedevelopmentanduseofAI systems considers
theircustomerexpectationsandneeds.
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Annex B
(normative)

Implementation guidance for AI controls

B.1 General
The implementation guidance documented in this annex relates to the controls listed in Table A.1. It
provides information to support the implementation of the controls listed in Table A.1 and to meet
the control objective, but organizations do not have to document or justify inclusion or exclusion of
implementationguidance inthestatementofapplicability (see6.1.3).

The implementation guidance is not always suitable or sufficient in all situations and does not always
fulfil the organization’s specific control requirements. The organization can extend or modify the
implementation guidance or define their own implementation of a control according to their specific
requirementsandrisktreatmentneeds.

This annex is to be used as guidance for determining and implementing controls forAI risk treatment
in the AI management system defined in this document. Additional organizational and technical
controls other than those included in this annex can be determined (see AI system management risk
treatment in6.1.3).Thisannexcanbe regarded as a starting point for developing organization-specific
implementationofcontrols.

B.2 Policies related to AI

B.2.1 Objective

Toprovidemanagementdirectionandsupport forAI systems according tobusiness requirements.

B.2.2 AI policy

Control

Theorganizationshoulddocumenta policy forthe development or use ofAI systems.

Implementation guidance

TheAIpolicyshouldbeinformed by:

— businessstrategy;

— organizational values and culture and the amount ofrisk the organization is willing to pursue or
retain;

— thelevelofriskposedbytheAIsystems;

— legalrequirements, includingcontracts;

— theriskenvironmentoftheorganization;

— impact torelevant interestedparties (see6.1.4).

TheAIpolicyshould include (inadditiontorequirements in5.2):

— principles thatguideall activitiesof theorganization related toAI;
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— processesforhandlingdeviationsandexceptions to policy.

TheAIpolicyshould considertopic-specificaspectswhere necessaryto provide additional guidance or
providecross-referencestootherpoliciesdealingwith these aspects. Examples ofsuch topics include:

— AIresourcesand assets;
— AI system impact assessments (see6.1.4);

— AIsystemdevelopment.

Relevantpoliciesshouldguidethedevelopment,purchase, operation anduse ofAI systems.

B.2.3 Alignment with other organizational policies

Control

Theorganizationshoulddeterminewhereotherpoliciescanbeaffectedbyorapplyto,theorganization’s
objectiveswithrespect toAIsystems.

Implementation guidance

Many domains intersect with AI, including quality, security, safety and privacy. The organization
should consider a thorough analysis to determinewhether andwhere current policies can necessarily
intersectandeitherupdatethosepolicies ifupdates are required or includeprovisions intheAI policy.

Other information

The policies that the governing body sets on behalf of the organization should inform the AI policy.
ISO/IEC 38507 provides guidance formembers ofthe governing body ofan organizationto enable and
governtheAIsystemthroughout its lifecycle.

B.2.4 Review of the AI policy

Control

TheAIpolicyshouldbereviewedatplannedintervalsoradditionallyasneededtoensureitscontinuing
suitability, adequacyandeffectiveness.

Implementation guidance

A role approved by management should be responsible for the development, review and evaluation
of the AI policy, or the components within. The review should include assessing opportunities for
improvementoftheorganization’spoliciesandapproachtomanagingAIsystemsinresponsetochanges
totheorganizationalenvironment,businesscircumstances, legal conditions or technical environment.

ThereviewofAIpolicyshouldtakethe results ofmanagementreviews into account.

B.3 Internal organization

B.3.1 Objective

To establish accountability within the organization to uphold its responsible approach for the
implementation,operationandmanagementofAIsystems.

B.3.2 AI roles and responsibilities

Control

Roles and responsibilities for AI should be defined and allocated according to the needs of the
organization.
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Implementation guidance

Defining roles and responsibilities is critical for ensuring accountability throughout the organization
for its rolewith respecttotheAI systemthroughout its life cycle. The organization should consider AI
policies,AI objectivesand identified riskswhenassigning rolesand responsibilities, in order to ensure
that all relevant areas are covered. The organization can prioritize how the roles and responsibilities
areassigned. Examplesofareasthatcanrequiredefined roles and responsibilities can include:

— riskmanagement;

— AIsystemimpactassessments;

— assetandresourcemanagement;

— security;

— safety;

— privacy;

— development;

— performance;

— humanoversight;

— supplierrelationships;

— demonstrate itsability toconsistently fulfil legal requirements;

— dataqualitymanagement (duringthewholelife cycle).

Responsibilities of the various roles should be defined to the level appropriate for the individuals to
perform their duties.

B.3.3 Reporting of concerns

Control

The organization should define and put in place a process to report concerns about the organization’s
rolewithrespect toanAIsystemthroughout its life cycle.

Implementation guidance

Thereportingmechanismshould fulfil the following functions:

a) options for confidentiality or anonymity orboth;

b) availableandpromoted to employed and contractedpersons;

c) staffedwithqualifiedpersons;

d) stipulatesappropriate investigationand resolutionpowers forthe persons referred to in c);

e) providesfor mechanisms to report and to escalate tomanagement in a timelymanner;

f) provides for effective protection from reprisals for both the persons concernedwith reporting and
investigation (e.g.byallowingreportstobemade anonymously and confidentially);

g) provides reports according to 4.4 and, if appropriate, e); while maintaining confidentiality and
anonymity ina),andrespectinggeneralbusiness confidentiality considerations;

h) providesresponsemechanismswithin an appropriatetime frame.
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NOTE Theorganizationcanutilize existing reportingmechanisms as part ofthis process.

Other information

In addition to the implementation guidance provided in this clause, the organization should further
consider ISO 37002.

B.4 Resources for AI systems

B.4.1 Objective

Toensurethattheorganizationaccountsfortheresources(includingAIsystemcomponentsandassets)
oftheAIsysteminordertofully understand and address risks and impacts.

B.4.2 Resource documentation

Control

The organization should identify and document relevant resources required for the activities at given
AIsystemlifecyclestagesand otherAI-related activities relevant for the organization.

Implementation guidance

Documentation of resources of the AI system is critical for understanding risks, as well as potential
AI system impacts (both positive and negative) to individuals or groups of individuals, or both, and
societies. The documentation ofsuch resources (which can utilize, for instance, data flow diagrams or
systemarchitecturediagrams)caninformtheAI system impactassessments (seeB.5).

Resourcescaninclude,butare notlimited to:

— AIsystemcomponents;

— dataresources, i.e.datausedat any stage in theAI system life cycle;

— toolingresources (e.g.AIalgorithms,modelsortools);

— systemandcomputingresources (e.g.hardwaretodevelopand runAImodels, storage for data and
toolingresources);

— humanresources, i.e.peoplewiththenecessary expertise (e.g. for the development, sales, training,
operationandmaintenanceoftheAIsystem)inrelationtotheorganization’srolethroughouttheAI
systemlife cycle.

Resourcescanbeprovidedbytheorganization itself, by its customers orbythird parties.

Other information

Documentation of resources can also help to determine if resources are available and, if they are not
available, the organization should revise the design specification of the AI system or its deployment
requirements.

B.4.3 Data resources

Control

As part of resource identification, the organization should document information about the data
resourcesutilizedfor theAIsystem.
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Implementation guidance

Documentationondatashouldinclude,but is not limited to, the following topics:

— theprovenanceofthe data;

— thedatethatthedatawerelastupdated ormodified (e.g. date tag inmetadata);

— formachine learning, thecategoriesofdata (e.g. training,validation, test and production data);
— categories ofdata (e.g.as definedin ISO/IEC 19944-1);
— processfor labelling data;

— intendeduseofthe data;

— qualityofdata (e.g.asdescribedin the ISO/IEC 5259 series2));

— applicabledataretentionanddisposal policies;

— knownorpotentialbias issues inthe data;

— datapreparation.

B.4.4 Tooling resources

Control

As part of resource identification, the organization should document information about the tooling
resourcesutilizedfor theAIsystem.

Implementation guidance

Tooling resources for an AI system and particularly for machine learning, can include but are not
limited to:

— algorithmtypesandmachinelearningmodels;

— dataconditioningtoolsorprocesses;

— optimizationmethods;

— evaluationmethods;

— provisioningtoolsforresources;

— toolstoaidmodel development;

— softwareandhardwareforAIsystemdesign, development and deployment.

Other information

ISO/IEC 23053 provides detailed guidance on the types, methods and approaches for various tooling
resourcesformachinelearning.

B.4.5 System and computing resources

Control

Aspartofresourceidentification,theorganization should document information aboutthe systemand
computingresourcesutilizedfortheAIsystem.

2) Underpreparation. Stageatthe time ofpublication: ISO/IECDIS 5259-1:2023, ISO/IECDIS 5259-2:2023, ISO/
IECDIS 5259-3:2023, ISO/IECDIS 5259-4:2023, ISO/IECCD5259-5:2023.
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Implementation guidance

Informationaboutsystemandcomputingresources for anAI system can includebut is not limited to:

— resource requirements of the AI system (i.e. to help ensure the system can run on constrained
resourcedevices);

— wherethe systemand computingresourcesare located (e.g. on-premises, cloud computing or edge
computing);

— processingresources (includingnetworkandstorage);

— theimpactofthehardwareusedtoruntheAIsystemworkloads(e.g.theimpacttotheenvironment
eitherthroughuseorthemanufacturingofthe hardware or cost ofusingthe hardware).

The organization should consider that different resources can be required to allow continual
improvement ofAI systems. Development, deployment and operation ofthe system can have different
systemneedsandrequirements.

NOTE ISO/IEC 22989describesvarious system resource considerations.

B.4.6 Human resources

Control

As part of resource identification, the organization should document information about the human
resources and their competences utilized for the development, deployment, operation, change
management,maintenance, transferanddecommissioning,aswellasverificationandintegrationofthe
AIsystem.

Implementation guidance

Theorganizationshouldconsidertheneedfordiverseexpertiseandincludethetypesofrolesnecessary
for the system. For example, the organization can include specific demographic groups related to data
sets used to train machine learning models, if their inclusion is a necessary component ofthe system
design. Necessaryhumanresourcescanincludebutare not limited to:

— datascientists;

— rolesrelatedtohumanoversightofAI systems;

— expertsontrustworthinesstopicssuchassafety, security and privacy;

— AIresearchers and specialists, and domain experts relevantto theAI systems.

Differentresourcescanbenecessaryatdifferent stages oftheAI system life cycle.

B.5 Assessing impacts ofAI systems

B.5.1 Objective

To assess AI system impacts to individuals or groups of individuals, or both, and societies affected by
theAIsystemthroughout its life cycle.

B.5.2 AI system impact assessment process

Control

The organization should establish a process to assess the potential consequences for individuals or
groupsof individuals,orboth,andsocieties that can result fromtheAI system throughout its life cycle.
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Implementation guidance

Because AI systems potentially generate significant impact to individuals, groups of individuals , or
both,andsocieties, theorganizationthatprovidesandusessuchsystems should,based on the intended
purposeanduseofthesesystems,assess the potential impacts ofthese systems on these groups.

TheorganizationshouldconsiderwhetheranAI systemaffects:

— the legalpositionor lifeopportunities of individuals;

— thephysicalorpsychologicalwell-beingof individuals;

— universalhumanrights;

— societies.

Theorganization’sproceduresshouldinclude,but are not limited to:

a) circumstances under which an AI system impact assessment should be performed, which can
include,butarenot limited to:

1) criticalityoftheintendedpurposeand context inwhichtheAI systemisusedor any significant
changestothese;

2) complexity of AI technology and the level of automation of AI systems or any significant
changestothat;

3) sensitivity ofdatatypes and sources processedby theAI system or any significant changes to
that;

b) elementsthatarepart oftheAI system impact assessment process,which can include:

1) identification (e.g.sources, eventsand outcomes);

2) analysis (e.g.consequencesand likelihood);

3) evaluation (e.g.acceptancedecisions and prioritization);

4) treatment (e.g.mitigationmeasures);

5) documentation,reportingandcommunication (see7.4,7.5 andB.3.3);

c) who performstheAI system impact assessment;

d) howtheAIsystemimpactassessmentcanbeutilized [e.g.howitcan informthe designoruse ofthe
system (seeB.6andB.9),whetheritcantriggerreviews and approvals];

e) individuals and societies that are potentially impacted based on the system’s intended purpose,
useandcharacteristics (e.g.assessment for individuals, groups of individuals or societies).

Impact assessment should take various aspects of theAI system into account, including the data used
for the development of the AI system, the AI technologies used and the functionality of the overall
system.

The processes can vary based on the role of the organization and the domain of AI application and
dependingonthespecificdisciplinesforwhichtheimpact is assessed (e.g. security, privacy and safety).

Other information

For some disciplines or organizations, detailed consideration of the impact on individuals or groups
of individuals, or both, and societies is part of risk management, particularly in disciplines such as
information security, safety and environmental management. The organization should determine

© ISO/IEC 2023 – All rights reserved 27



BS ISO/IEC 42001:2023
ISO/IEC 42001:2023(E)

if discipline-specific impact assessments performed as part of such a risk management process
sufficiently integrateAIconsiderations forthosespecific aspects (e.g.privacy).

NOTE ISO/IEC23894describeshowanorganization canperformimpact analyses fortheorganization itself,
along with individuals or groups of individuals, or both, and societies, as part of an overall risk management
process.

B.5.3 Documentation ofAI system impact assessments

Control

Theorganizationshoulddocumenttheresults ofAI system impact assessments and retain results for a
definedperiod.

Implementation guidance

The documentation can be helpful in determining information that should be communicated to users
andotherrelevant interestedparties.

AI system impact assessments should be retained and updated, as needed, in alignment with the
elements of an AI system impact assessment documented in B.5.2. Retention periods can follow
organizationretentionschedulesorbeinformedby legal requirements or other requirements.

Itemsthattheorganizationshouldconsider documenting can include,but are not limited to:

— theintendeduseoftheAIsystemand any reasonable foreseeablemisuse oftheAI system;

— positiveandnegativeimpacts of theAI systemtothe relevant individuals or groups ofindividuals,
orboth,and societies;

— predictable failures, theirpotential impactsandmeasurestaken tomitigate them;

— relevantdemographicgroupsthesystemis applicableto;

— complexityofthesystem;

— the role ofhumans in relationshipswith system, includinghuman oversight capabilities,processes
andtools,available toavoidnegativeimpacts;

— employmentandstaffskilling.

B.5.4 Assessing AI system impact on individuals or groups of individuals

Control

The organization should assess and document the potential impacts of AI systems to individuals or
groupsof individuals throughoutthesystem’s lifecycle.

Implementation guidance

When assessing the impacts on individuals or groups of individuals, or both, and societies, the
organization should consider its governance principles, AI policies and objectives. Individuals using
the AI system or whose PII are processed by the AI system, can have expectations related to the
trustworthiness of the AI system. Specific protection needs of groups such as children, impaired
persons, elderly persons andworkers should be taken into account. The organization should evaluate
theseexpectationsandconsiderthemeansto address themaspart ofthe system impact assessment.

Depending on the scope of AI system purpose and use, areas of impact to consider as part of the
assessmentcaninclude,butarenot limited to:

— fairness;

— accountability;
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— transparencyandexplainability;

— securityandprivacy;

— safetyandhealth;

— financialconsequences;

— accessibility;

— humanrights.

Other information

Wherenecessary, theorganizationshouldconsult experts (e.g. researchers, subjectmatter experts and
users) to obtain a full understanding ofpotential impacts of theAI system on individuals or groups of
individuals,orboth,and societies.

B.5.5 Assessing societal impacts ofAI systems

Control

The organization should assess and document the potential societal impacts of their AI systems
throughout their lifecycle.

Implementation guidance

Societal impacts canvarywidely depending onthe organization’s context andthetypes ofAI systems.
The societal impacts ofAI systems canbebothbeneficialand detrimental. Examples ofthesepotential
societal impactscan include:

— environment sustainability (including the impacts on natural resources and greenhouse gas
emissions);

— economic (including access to financial services, employment opportunities, taxes, trade and
commerce);

— government (including legislative processes, misinformation for political gain, national security
andcriminal justicesystems);

— health and safety (including access to healthcare, medical diagnosis and treatment, and potential
physicalandpsychologicalharms);

— norms, traditions, culture and values (including misinformation that leads to biases or harms to
individualsorgroupsof individuals,orboth, and societies).

Other information

Development and use of AI systems can be computationally intensive with related impacts to
environmental sustainability (e.g. greenhouse gas emissions due to increased power usage, impacts
on water, land, flora and fauna). Likewise, AI systems can be used to improve the environmental
sustainability of other systems (e.g. reduce greenhouse gas emissions related to buildings and
transportation). The organization should consider the impacts of its AI systems in the context of its
overall environmentalsustainabilitygoalsandstrategies.

The organization should considerhow itsAI systems canbemisusedto create societalharms and how
they can be used to address historical harms. For example, canAI systems prevent access to financial
services such as loans, grants, insurance and investments and likewise canAI systems improve access
to these instruments?

AI systems have been used to influence the outcomes of elections and to create misinformation (e.g.
deepfakes in digital media)that canleadtopolitical and social unrest. Government’s use ofAI systems
for criminal-justice purposes has exposed the risk of biases to societies, individuals or groups of
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individuals.TheorganizationshouldanalysehowactorscanmisuseAIsystemsandhowtheAIsystems
canreinforceunwantedhistoricalsocialbiases.

AI systems can be used to diagnose and treat illnesses and to determine qualifications for health
benefits. AI systems are also deployed in scenarios where malfunctions can result in death or injury
to humans (e.g. self-driving automobiles, human-machine teaming). The organization should consider
both the positive and negative outcomes when using AI systems, such as in health and safety related
scenarios.

NOTE ISO/IEC TR 24368 provides a high-level overview of ethical and societal concerns related to AI
systemsandapplications.

B.6 AI system life cycle

B.6.1 Management guidance for AI system development

B.6.1.1 Objective

To ensurethatthe organization identifies and documents objectives and implements processes forthe
responsibledesignanddevelopmentofAI systems.

B.6.1.2 Objectives for responsible development ofAI system

Control

The organization should identify and document objectives to guide the responsible development
ofAI systems, and take those objectives into account and integrate measures to achieve them in the
developmentlifecycle.

Implementation guidance

The organization should identify objectives (see6.2) thataffecttheAI system design and development
processes. These objectives should be taken into account in the design and development processes.
For example, if an organization defines “fairness” as one objective, this should be incorporated in
the requirements specification, data acquisition, data conditioning, model training, verification and
validation, etc. The organization should provide requirements and guidelines as necessary to ensure
thatmeasures are integrated intothevarious stages (e.g. the requirementto use a specific testing tool
ormethodtoaddressunfairnessor unwantedbias) to achieve such objectives.

Other information

AI techniques are being used to augment security measures such as threat prediction detection and
prevention of security attacks. This is an application of AI techniques that can be used to reinforce
securitymeasurestoprotectbothAIsystemsandconventionalnon-AIbasedsoftwaresystems.AnnexC
provides examples oforganizational objectives for managing risk, which can be useful in determining
theobjectivesforAIsystem development.

B.6.1.3 Processes for responsible design and development ofAI systems

Control

The organization should define and document the specific processes for the responsible design and
developmentoftheAIsystem.
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Implementation guidance

Responsible development for AI system processes should include consideration of, without limitation,
the following:

— life cycle stages (a generic AI system life cycle model is provided by ISO/IEC 22989, but the
organizationcanspecifytheirownlife cycle stages);

— testingrequirementsandplannedmeansfortesting;
— human oversight requirements, including processes and tools, especially when the AI system can

impactnaturalpersons;

— atwhatstagesAIsystemimpactassessmentsshould beperformed;

— training data expectations and rules (e.g. what data can be used, approved data suppliers and
labelling);

— expertise (subject matter domain or other) required or training for developers of AI systems or
both;

— releasecriteria;

— approvalsandsign-offsnecessaryatvariousstages;

— changecontrol;

— usabilityandcontrollability;

— engagementof interestedparties.

The specific design and development processes depend on the functionality and the AI technologies
thatare intendedtobeusedfor theAI system.

B.6.2 AI system life cycle

B.6.2.1 Objective

Todefinethecriteriaandrequirements for each stage oftheAI system life cycle.

B.6.2.2 AI system requirements and specification

Control

The organization should specify and document requirements for new AI systems or material
enhancementstoexistingsystems.

Implementation guidance

The organization should documentthe rationale for developing anAI system and itsgoals. Some ofthe
factorsthatshouldbeconsidered,documented andunderstood can include:

a) why the AI system is to be developed, for example, is this driven by a business case, customer
requestorbygovernmentpolicy;

b) howthemodel canbe trained andhowdata requirements canbe achieved.

AI system requirements should be specified and should span the entire AI system life cycle. Such
requirements should be revisited in cases where the developed AI system is unable to operate as
intended or new information arises that can be used to change and to improve the requirements. For
instance, itcanbecomeunfeasible froma financial perspective to develop theAI system.
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Other information

TheprocessesfordescribingtheAIsystemlifecycleareprovidedbyISO/IEC5338.Formoreinformation
abouthuman-centreddesignforinteractivesystems, see ISO 9241-210.

B.6.2.3 Documentation ofAI system design and development

Control

The organization should document the AI system design and development based on organizational
objectives,documentedrequirementsandspecificationcriteria.

Implementation guidance

Therearemanydesignchoices necessaryfor anAI system, including, but not limited to:

— machinelearningapproach (e.g.supervisedvs.unsupervised);

— learningalgorithmandtypeofmachinelearningmodel utilized;

— howthemodel isintendedtobetrained andwhich data quality (seeB.7);

— evaluationandrefinementofmodels;

— hardwareandsoftwarecomponents;

— security threats considered throughout the AI system life cycle; security threats specific to AI
systemsincludedatapoisoning,modelstealing ormodel inversion attacks;

— interfaceandpresentationofoutputs;
— howhumanscaninteractwiththesystem;

— interoperabilityandportabilityconsiderations.

There can be multiple iterations between design and development, but documentation on the stage
shouldbemaintainedandafinal systemarchitecture documentation should be available.

Other information

Formoreinformationabouthuman-centreddesign for interactive systems, see ISO9241-210.

B.6.2.4 AI system verification and validation

Control

The organization should define and document verification and validation measures for the AI system
andspecifycriteria for their use.

Implementation guidance

Theverificationandvalidationmeasurescaninclude,but are not limited to:

— testingmethodologiesandtools;

— selectionoftestdataandtheirrepresentation ofthe intended domain ofuse;

— releasecriteriarequirements.

Theorganizationshoulddefineand document evaluation criteria such as,but not limited to:

— a plan to evaluate theAI system components andthewholeAI system for risks related to impacts
onindividualsorgroupsof individuals,or both, and societies;
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— theevaluationplancanbebased on, for example:

— reliabilityandsafetyrequirementsoftheAI system, including acceptable error rates fortheAI
systemperformance;

— responsibleAIsystemdevelopmentanduse objectives suchas those inB.6.1.2 andB.9.3;

— operational factors such as quality of data, intended use, including acceptable ranges of each
operational factor;

— anyintendeduseswhichcanrequiremorerigorousoperational factorstobe defined, including
differentacceptableranges foroperational factors or lower error rates;

— the methods, guidance or metrics to be used to evaluate whether relevant interested partieswho
makedecisionsoraresubjecttodecisionsbasedon theAI systemoutputs can adequately interpret
the AI system outputs. The frequency ofevaluation should be determined and can be based upon
results fromanAIsystemimpactassessment;

— any acceptable factors that can account for an inability to meet a target minimum performance
level,especiallywhentheAIsystemisevaluatedforimpactsonindividualsorgroupsofindividuals,
orboth,and societies (e.g.poorimage resolution for computervision systems or background noise
affecting speech recognition systems). Mechanisms to dealwith poorAI system performance as a
resultofthesefactorsshouldalsobe documented.

TheAIsystemshouldbeevaluatedagainstthe documented criteria for evaluation.

WheretheAIsystemcannotmeetthedocumentedcriteriaforevaluation,especiallyagainstresponsible
AIsystemdevelopmentanduseobjectives (seeB.6.1.2andB.9.3), the organization should reconsider or
manage the deficiencies ofthe intended use ofthe AI system, its performance requirements and how
the organization can effectively address the impacts to individuals or groups of individuals, or both,
andsocieties.

NOTE Further information on how to deal with robustness of neural networks can be found in
ISO/IECTR 24029-1.

B.6.2.5 AI system deployment

Control

The organization should document a deployment plan and ensure that appropriate requirements are
metpriortodeployment.

Implementation guidance

AI systems can be developed in various environments and deployed in others (such as developed on
premises and deployed using cloud computing) and the organization should take these differences
into account for the deployment plan. The organization should also consider whether components
are deployed separately (e.g. software and model can be deployed independently). Additionally, the
organization should have a set ofrequirements to be met prior to release and deployment (sometimes
referred to as “release criteria”). This can include verification and validation measures that are to be
passed, performance metrics that are to be met, user testing to be completed, as well as management
approvalsand sign-offs tobe obtained.The deploymentplan should take into account the perspectives
ofandimpacts torelevant interestedparties.

B.6.2.6 AI system operation and monitoring

Control

The organization should define and documentthe necessary elements forthe ongoing operation ofthe
AI system. At the minimum this should include system and performance monitoring, repairs, updates
andsupport.
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Implementation guidance

Each minimum activity for operation and monitoring can take account ofvarious considerations. For
example:

— Systemandperformancemonitoringcanincludemonitoring for general errors and failures, aswell
asforwhetherthe systemisperforming as expectedwith production data. Technical performance
criteria can include success rates in resolving problems or in achieving tasks, or confidence rates.
Othercriteriacanberelatedtomeetingcommitmentorexpectationandneedsof interestedparties,
including, for example, ongoing monitoring to ensure compliance with customer requirements or
applicable legalrequirements.

— Some deployed AI systems evolve their performance as a result of ML, where production data
and output data are used to further train the ML model. Where continuous learning is used, the
organization shouldmonitor the performance oftheAI system to ensure that it continues to meet
itsdesigngoalsandoperates onproduction data as intended.

— TheperformanceofsomeAIsystemscanchangeevenifsuchsystemsdonotusecontinuouslearning,
usually due to concept or data drift in production data. In such cases, monitoring can identify the
needforretrainingtoensurethattheAI system continuestomeet its design goals and operates on
productiondataasintended. Moreinformation canbe found in ISO/IEC 23053.

— Repairs can include responses to errors and failures in the system. The organization should have
processesinplacefortheresponseandrepairoftheseissues.Additionally,updatescanbenecessary
asthesystemevolvesorascritical issuesareidentified,orastheresultofexternally identifiedissues
(e.g.non-compliancewith customer expectations orlegalrequirement).There shouldbe processes
in place for updating the system including components affected, update schedule, information to
usersonwhatis included inthe update.

— Systemupdates canalsoinclude changesin the system operations, new ormodified intended uses,
or other changes in system functionality. The organization should have procedures in place to
addressoperationalchanges, includingcommunicationto users.

— Support forthesystemcanbeinternal,externalorboth,dependingontheneedsof theorganization
and how the systemwas acquired. Support processes should consider how users can contact the
appropriate help, how issues and incidents are reported, support service level agreements and
metrics.

— WhereAIsystemsarebeingusedforpurposes otherthan those forwhich theywere designed or in
waysthatwerenotanticipated,theappropriatenessofsuch uses shouldbe considered.

— AI-specific information security threats related to the AI systems applied and developed by the
organization should be identified. AI-specific information security threats include, but are not
limitedtodatapoisoning,modelstealing andmodel inversion attacks.

Other information

The organization should consider operational performance that can affect interested parties and
considerthiswhendesigninganddeterminingperformance criteria.

PerformancecriteriaforAIsystemsinoperationshouldbedeterminedbythetaskunderconsideration,
suchasclassification,regression, ranking,clustering or dimensionality reduction.

Performance criteria can include statistical aspects such as error rates and processing duration.
For each criterion, the organization should identify all relevant metrics as well as interdependences
between metrics. For each metric, the organization should consider acceptable values based on, for
example, domain expert’s recommendations and analysis ofexpectations of interested parties relative
toexistingnon-AI practices.

For example, an organization can determine that the F1 score is an appropriate performance
metric based on its assessment of the impact of false positives and false negatives, as described in
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ISO/IEC TS 4213. The organization can then establish an F1value that the AI system is expected to
meet. It shouldbe evaluated if these issues canbehandledby existingmeasures. If that is notthe case,
changesto existingmeasures shouldbe considered or additionalmeasures shouldbe definedto detect
andhandle these issues.

Theorganizationshouldconsidertheperformance ofnon-AIsystems orprocesses in operation anduse
themaspotentiallyrelevantcontextwhenestablishing performance criteria.

The organization should additionally ensure that the means and processes used to evaluate the AI
system, including, where applicable, the selection and management of evaluation data, improve the
completenessandthereliability inassessmentof its performancewith respectto the defined criteria.

Development ofperformance assessment methodologies can be based on criteria, metrics and values.
These should inform the amount of data and the types of processes used in the assessment and the
rolesandexpertiseofpersonnel thatcarries outthe assessment.

Performance assessment methodologies should reflect attributes and characteristics of operation
and use as closely as possible to ensure that assessment results are useful and relevant. Some aspects
of performance assessment can require controlled introduction of erroneous or spurious data or
processestoassess impactonperformance.

Thequalitymodelin ISO/IEC 25059canbeused to define performance criteria.

B.6.2.7 AI system technical documentation

Control

The organization should determine what AI system technical documentation is needed for each
relevant category of interested parties, such as users, partners, supervisory authorities, and provide
thetechnicaldocumentationtothemintheappropriate form.

Implementation guidance

TheAIsystemtechnicaldocumentationcaninclude, but is not limited to the following elements:

— ageneraldescriptionoftheAIsystem including its intendedpurpose;

— usageinstructions;

— technicalassumptionsaboutitsdeploymentandoperation(run-timeenvironment,relatedsoftware
andhardwarecapabilities,assumptionsmadeon data, etc.);

— technical limitations (e.g.acceptableerrorrates,accuracy, reliability, robustness);

— monitoring capabilities and functions that allow users or operators to influence the system
operation.

Documentation elements related to all AI system life cycle stages (as defined in ISO/IEC 22989) can
include,butarenotlimited to:

— designandsystemarchitecturespecification;

— designchoicesmadeandqualitymeasurestaken during the systemdevelopment process;

— informationaboutthedatausedduring systemdevelopment;

— assumptionsmadeandqualitymeasurestakenondataquality(e.g.assumedstatisticaldistributions);

— management activities (e.g. risk management) taken during development or operation of the AI
system;

— verificationandvalidationrecords;
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— changesmadetotheAIsystemwhenit is in operation;

— impactassessmentdocumentationasdescribedinB.5.

The organization should documenttechnical informationrelatedtothe responsible operation oftheAI
system.Thiscaninclude,but is not limited to:

— documenting a plan for managing failures. This can include for example, the need to describe a
rollbackplanfortheAIsystem,turningofffeaturesoftheAIsystem,anupdateprocessoraplanfor
notifyingcustomers,users, etc.ofchangestotheAIsystem,updatedinformationonsystemfailures
andhowthesecanbe mitigated;

— documenting processes for monitoring the health ofthe AI system (i.e. the AI system operates as
intendedandwithinitsnormaloperatingmargins, also referredto as observability) and processes
foraddressingAIsystemfailures;

— documenting standard operating procedures for the AI system, includingwhich events should be
monitored and how event logs are prioritized and reviewed. It can also include how to investigate
failuresandthepreventionof failures;

— documenting the roles of personnel responsible for operation of the AI system as well as those
responsible for accountability of the system use, especially in relationtohandlingthe effects ofAI
systemfailuresormanagingupdatestotheAI system;

— documentingsystemupdateslikechangesinthesystemoperations,newormodifiedintendeduses,
orotherchangesin system functionality.

The organization should have procedures in place to address operational changes including
communicationtousersandinternalevaluations onthetype ofchange.

Documentation should be up to date and accurate. Documentation should be approved by the relevant
managementwithintheorganization.
When provided as part ofthe user documentation, the controls provided inTable A.1 should be taken
intoaccount.

B.6.2.8 AI system recording of event logs

Control

The organization should determine atwhich phases of theAI systemlife cycle, recordkeeping ofevent
logsshouldbeenabled,butattheminimumwhen theAI system is in use.

Implementation guidance

The organization should ensure logging for AI systems it deploys to automatically collect and record
event logs related to certain events that occur during operation. Such logging can include but is not
limited to:

— traceabilityoftheAIsystem’s functionalitytoensurethat theAI system is operating as intended;

— detection oftheAI system’s performance outside oftheAI system’s intended operating conditions
that can result in undesirable performance on production data or impacts to relevant interested
partiesthroughmonitoringoftheoperationoftheAI system.

AIsystemeventlogscanincludeinformation,such asthetime and date each timetheAI system isused,
the production data on which the AI system operates on, the outputs that fall out ofthe range ofthe
intendedoperationoftheAIsystem, etc.

Event logs should be kept for as long as required for the intended use ofthe AI system andwithin the
dataretentionpoliciesoftheorganization. Legalrequirements related to data retention can apply.
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Other information

Some AI systems, such as biometric identification systems, can have additional logging requirements
dependingonjurisdiction. Organizationsshouldbeawareofthese requirements.

B.7 Data for AI systems

B.7.1 Objective

ToensurethattheorganizationunderstandstheroleandimpactsofdatainAIsystemsintheapplication
anddevelopment,provisionoruse ofAI systemsthroughouttheir life cycles.

B.7.2 Data for development and enhancement ofAI system

Control

The organization should define, document and implement data management processes related to the
developmentofAIsystems.

Implementation guidance

Datamanagementcanincludevarioustopicssuch as, but not limited to:

— privacyandsecurityimplicationsduetothe use ofdata, some ofwhich canbe sensitive in nature;
— securityandsafetythreatsthatcanarise fromdata dependentAI systemdevelopment;
— transparency and explainability aspects including data provenance and the ability to provide an

explanation of how data are used for determining an AI system’s output if the system requires
transparencyandexplainability;

— representativenessoftrainingdatacomparedtooperational domain ofuse;

— accuracyandintegrityofthe data.

NOTE Detailed information of AI system life cycle and data management concepts is provided by
ISO/IEC 22989.

B.7.3 Acquisition of data

Control

The organization should determine and document details about the acquisition and selection of the
datausedinAI systems.

Implementation guidance

The organization can need different categories ofdata from different sources depending on the scope
anduseoftheirAIsystems. Details for dataacquisition can include:

— categoriesofdataneededfortheAIsystem;

— quantityofdataneeded;

— datasources (e.g. internal,purchased,shared, open data, synthetic);

— characteristicsofthedatasource (e.g. static, streamed,gathered,machine generated);

— data subject demographics and characteristics (e.g. known or potential biases or other systematic
errors);

— priorhandlingofthedata (e.g.previoususes, conformitywith privacy and security requirements);
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— datarights (e.g. PII, copyright);

— associatedmetadata (e.g.detailsofdatalabelling and enhancing);

— provenanceofthedata.

Other information

ThedatacategoriesandastructureforthedatauseinISO/IEC 19944-1canbeusedtodocumentdetails
aboutdataacquisitionand use.

B.7.4 Quality of data for AI systems

Control

The organization should defineand documentrequirementsfor data qualityand ensurethat data used
todevelopandoperatetheAIsystemmeet those requirements.

Implementation guidance

The quality of data used to develop and operate AI systems potentially has significant impacts on
the validity of the system’s outputs. ISO/IEC 25024 defines data quality as the degree to which the
characteristics of data satisfy stated and implied needs when used under specified conditions. For
AI systems that use supervised or semi-supervised machine learning, it is important that the quality
of training, validation, test and production data are defined, measured and improved to the extent
possible, and the organization should ensure that the data are suitable for its intended purpose. The
organization should considerthe impact ofbias on systemperformance and system fairness andmake
suchadjustmentsasnecessarytothemodelanddatausedtoimproveperformanceandfairness sothey
areacceptablefortheuse case.

Other information

Additional information regarding data quality is available in the ISO/IEC 5259 series2) on data quality
for analytics and ML. Additional information regarding different forms of bias in data used in AI
systemsisavailablein ISO/IECTR 24027.

B.7.5 Data provenance

Control

Theorganizationshoulddefineanddocumentaprocessforrecordingtheprovenanceofdataused in its
AIsystemsover the lifecycles ofthe data andtheAI system.

Implementation guidance

According to ISO 8000-2, a record of data provenance can include information about the creation,
update, transcription, abstraction, validation and transferring of the control of data. Additionally,
data sharing (without transfer of control) and data transformations can be considered under data
provenance. Depending on factors such asthe source ofthe data, its content andthe context ofits use,
organizationsshouldconsiderwhethermeasurestoverifythe provenance ofthe data are needed.

B.7.6 Data preparation

Control

The organization shall define and document its criteria for selecting data preparations and the data
preparationmethodstobeused.

Implementation guidance

Data used in an AI system ordinarily needs preparation to make it usable for a given AI task. For
example, machine learning algorithms are sometimes intolerant of missing or incorrect entries, non-
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normal distribution and widely varying scales. Preparation methods and transforms can be used to
increase the quality ofthe data. Failure to properly prepare the data can potentially lead toAI system
errors. Commonpreparationmethodsandtransformationsfor dataused inAI systems include:

— statistical exploration of the data (e.g. distribution, mean, median, standard deviation, range,
stratification, sampling) and statistical metadata (e.g. data documentation initiative (DDI)
specification[28]);

— cleaning (i.e. correctingentries,dealingwithmissing entries);

— imputation (i.e.methodsfor filling inmissing entries);

— normalization;

— scaling;

— labellingofthe targetvariables;

— encoding (e.g.convertingcategoricalvariablestonumbers).

ForagivenAItask, theorganizationshoulddocument itscriteria for selecting specific datapreparation
methodsandtransformsaswellas thespecificmethods andtransforms used in theAI task.

NOTE For additional information on data preparation specific to machine learning see the ISO/IEC 5259
series2) and ISO/IEC 23053.

B.8 Information for interested parties

B.8.1 Objective

Toensurethatrelevantinterestedpartieshavethenecessaryinformationtounderstandandassessthe
risksandtheir impacts (bothpositiveandnegative).

B.8.2 System documentation and information for users

Control

Theorganizationshoulddetermineandprovide the necessary information tousers ofthe system.

Implementation guidance

Information abouttheAI system can includebothtechnical details and instructions, aswell asgeneral
notifications to users that they are interacting with an AI system, depending on the context. This can
also include the system itself, as well as potential outputs of the system (e.g. notifying users that an
image iscreatedbyAI).

Although AI systems can be complex, it is critical that users are able to understand when they are
interacting with an AI system, how the system works. Users also need to understand its intended
purposeandintendeduses, itspotential tocauseharmorbenefit the user. Some systemdocumentation
can necessarily betargeted for moretechnical uses (e.g. system administrators), andthe organization
should understand the needs of different interested parties and what understandability can mean to
them.Theinformation shouldalsobe accessible, both in terms ofease ofuse in finding it, aswell as for
userswhocanneedadditionalaccessibilityfeatures.

Informationthatcanbeprovidedtousers include, but are not limited to:

— purposeofthesystem;

— that theuser is interactingwithanAI system;

— howtointeractwiththesystem;
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— howandwhentooverridethe system;

— technical requirements for system operation, including the computational resources needed, and
limitationsofthesystemaswellas its expected lifetime;

— needsforhumanoversight;
— informationaboutaccuracyandperformance;

— relevant information from the impact assessment, including potential benefits and harms,
particularly iftheyareapplicable inspecificcontexts or certain demographicgroups (seeB.5.2 and
B.5.4);

— revisionstoclaimsaboutthesystem’sbenefits;

— updates and changes in how the system works, as well as any necessary maintenance measures,
includingtheir frequency;

— contactinformation;

— educationalmaterials forsystemuse.

Criteriausedbythe organizationto determinewhether andwhat information is to be provided should
be documented. Relevant criteria include but are not limited to the intended use and reasonably
foreseeablemisuseoftheAIsystem,theexpertise ofthe user and specific impact oftheAI system.

Information can be provided to users in numerous ways, including documented instructions for use,
alerts and other notifications built into the system itself, information on a web page, etc. Depending
onwhichmethods the organization uses to provide information, it shouldvalidate thatthe users have
accesstothis information,andthattheinformation provided is complete, upto date and accurate.

B.8.3 External reporting

Control

The organization should provide capabilities for interested parties to report adverse impacts of the
system.
Implementation guidance

While the system operation should be monitored for reported issues and failures, the organization
should also provide capabilities for users or other external parties to report adverse impacts (e.g.
unfairness).

B.8.4 Communication of incidents

Control

The organization should determine and document a plan for communicating incidents to users ofthe
system.
Implementation guidance

Incidents related to the AI system can be specific to the AI system itself, or related to information
security or privacy (e.g. a data breach). The organization should understand its obligations around
notifying users and other interested party about incidents, depending on the context in which the
system operates. For example, an incident with an AI component that is part ofa product that affects
safety can have different notification requirements than other types of systems. Legal requirements
(suchascontracts)andregulatoryactivity can apply,which can specify requirements for:

— typesof incidentsthatmustbecommunicated;
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— thetimelinefornotification;

— whetherandwhichauthoritiesmustbenotified;

— thedetails requiredtobecommunicated.

The organization can integrate incident response and reporting activities for AI into their broader
organizational incident management activities, but should be aware of unique requirements related
to AI systems, or individual components ofAI systems (e.g. a PII data breach in training data for the
systemcanhavedifferentreportingrequirements relatedto privacy).

Other information

ISO/IEC 27001 and ISO/IEC 27701 provide additional details on incidentmanagement for security and
privacyrespectively.

B.8.5 Information for interested parties

Control

The organizationshould determineanddocumentits obligationsto reporting information about theAI
systemto interestedparties.

Implementation guidance

In some cases, a jurisdiction can require information about the system to be shared with authorities
such as regulators. Information can be reportedto interested parties such as customers or regulatory
authoritieswithintheappropriatetimeframe.Theinformationshared can include, for example:

— technicalsystemdocumentation, including,butnot limited, to datasets for training, validation and
testingaswellasalgorithmicchoices justificationsandverification andvalidation records;

— risksrelatedtothesystem;

— resultsof impactassessments;

— logsandothersystem records.

The organization should understand their obligations in this respect and ensure that the appropriate
informationissharedwiththecorrectauthorities.Additionally, it is presupposedthat the organization
isawareofjurisdictionalrequirementsrelatedto informationsharedwithlawenforcementauthorities.

B.9 Use ofAI systems

B.9.1 Objective

Toensurethat theorganizationusesAIsystems responsibly andper organizational policies.

B.9.2 Processes for responsible use ofAI systems

Control

Theorganizationshoulddefineand documentthe processes forthe responsible use ofAI systems.

Implementation guidance

Depending on its context, the organization can have many considerations for determiningwhether to
use a particular AI system. Whether the AI system is developed by the organization itself or sourced
from a third party, the organization should be clear on what these considerations are and develop
policiestoaddressthem.Someexamples are:

— requiredapprovals;
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— cost (includingforongoingmonitoringandmaintenance);

— approvedsourcingrequirements;

— legalrequirementsapplicable totheorganization.

Where the organization has accepted policies for the use of other systems, assets, etc., these policies
canbe incorporatedifdesired.

B.9.3 Objectives for responsible use ofAI system

Control

Theorganizationshouldidentifyand documentobjectives to guide the responsible use ofAI systems.
Implementation guidance

The organization operating in different contexts can have different expectations and objectives for
whatconstitutestheresponsibledevelopmentofAIsystems.Dependingonits context, the organization
shouldidentify itsobjectivesrelatedto responsible use. Some objectives include:

— fairness;

— accountability;

— transparency;

— explainability;

— reliability;

— safety;

— robustnessandredundancy;

— privacyandsecurity;

— accessibility.

Once defined, the organization should implement mechanisms to achieve its objectives within the
organization.This can include determiningifa third-partysolution fulfils the organization’s objectives
or if an internally developed solution is applicable for the intended use. The organization should
determineatwhich stages oftheAI systemlife cyclemeaningful human oversight objectives shouldbe
incorporated.Thiscaninclude:

— involving human reviewers to check the outputs of the AI system, including having authority to
overridedecisionsmadebytheAIsystem;

— ensuringthathumanoversight isincludedifrequiredforacceptable use oftheAI systemaccording
to instructionsorotherdocumentation associatedwiththe intended deployment oftheAI system;

— monitoringtheperformanceoftheAIsystem, includingthe accuracy oftheAI system outputs;

— reporting concerns relatedtothe outputs of theAI system andtheir impact to relevant interested
parties;

— reporting concerns with changes in the performance or ability ofthe AI system to make correct
outputsontheproduction data;

— considering whether automated decision-making is appropriate for a responsible approach to the
useofanAIsystemandtheintendeduse oftheAI system.

The need for human oversight can be informed by the AI system impact assessments (see B.5). The
personnel involvedinhumanoversightactivitiesrelatedtotheAIsystemshouldbeinformedof, trained
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and understand the instructions and other documentation to the AI system and the duties they carry
out to satisfy human oversight objectives. When reporting performance issues, human oversight can
augmentautomatedmonitoring.

Other information

Annex C provides examples of organizational objectives for managing risk, which can be useful in
determiningtheobjectives forAIsystemuse.

B.9.4 Intended use of the AI system

Control

The organization should ensure that the AI system is used according to the intended uses of the AI
systemanditsaccompanyingdocumentation.

Implementation guidance

The AI system should be deployed according to the instructions and other documentation associated
with the AI system (see B.8.2). The deployment can require specific resources to support the
deployment, includingtheneedtoensurethathuman oversight is applied as required (seeB.9.3). It can
benecessarythatforacceptableuseoftheAI system, the data that theAI system is used on alignswith
thedocumentationassociatedwiththeAIsystemtoensurethat theAIsystemperformance isaccurate.
The operation of the AI system should be monitored (see B.6.2.6). Where the correct deployment of
theAI system accordingto its associated instructions causes concern regardingthe impactto relevant
interested parties or the organization’s legal requirements, the organization should communicate its
concernstotherelevantpersonnel insidetheorganization aswell as to any third-party suppliers ofthe
AIsystem.

The organization should keep event logs or other documentation related to the deployment and
operation of the AI system which can be used to demonstrate that the AI system is being used as
intendedortohelpwithcommunicatingconcernsrelatedtotheintendeduseoftheAIsystem.Thetime
period duringwhich event logs and other documentation are kept depends on the intended use ofthe
AIsystem,theorganization’sdataretentionpolicies and relevantlegal requirements for data retention.

B.10Third-party and customer relationships

B.10.1 Objective

Toensurethattheorganizationunderstandsitsresponsibilitiesandremainsaccountable, and risks are
appropriatelyapportionedwhenthirdpartiesareinvolved atany stage oftheAI system life cycle.

B.10.2 Allocating responsibilities

Control

The organization should ensure that responsibilities within their AI system life cycle are allocated
betweentheorganization, itspartners, suppliers, customersand third parties.

Implementation guidance

InanAIsystemlifecycle, responsibilitiescanbesplitbetweenpartiesprovidingdata,partiesproviding
algorithms and models, parties developing or using the AI system and being accountable with regard
to some or all interested parties. The organization should document all parties intervening in the AI
systemlifecycleandtheirrolesand determine their responsibilities.

Where the organization supplies an AI system to a third party, the organization should ensure that it
takes a responsible approach to developing the AI system. See the controls and guidance in B.6. The
organization should be able to provide the necessary documentation (seeB.6.2.7 andB.8.2) for the AI
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system to relevant interested parties and to the third party that the organization is supplying the AI
systemto.

When processed data includes PII, responsibilities are usually split between PII processors and
controllers. ISO/IEC 29100 provides further information on PII controllers and PII processors.
Where the privacy ofPII is to be preserved, controls such as those described in ISO/IEC 27701 should
be considered. Based on the organization’s and AI system’s data processing activities on PII and
the organization’s role in application and development of the AI system through their life cycle, the
organizationcantakeontherole ofa PII controller (orjoint PII controller), PIIprocessor orboth.

B.10.3 Suppliers

Control

The organization should establish a processto ensurethat its usage ofservices, products or materials
provided by suppliers alignswiththe organization’s approachtothe responsible development and use
ofAIsystems.

Implementation guidance

OrganizationsdevelopingorusinganAIsystemcanutilizesuppliers inanumberofways, fromsourcing
datasets, machine learning algorithms or models, or other components of a system such as software
libraries, toanentireAIsystemitself for use on its own or as part ofanotherproduct (e.g. avehicle).

Organizations should consider different types of suppliers, what they supply, and the varying level of
riskthis can pose to the system and organization as awhole in determining the selection ofsuppliers,
therequirementsplacedonthosesuppliers,andthelevelsofongoingmonitoringandevaluationneeded
for the suppliers.

Organizations should document how the AI system and AI system components are integrated into AI
systemsdevelopedorusedbythe organization.

Where the organization considers that the AI system or AI system components from a supplier do
not perform as intended or can result in impacts to individuals or groups ofindividuals, or both, and
societies that are not aligned with the responsible approach to AI systems taken by the organization,
the organization should require the suppliertotake corrective actions.The organization can decideto
workwiththesuppliertoachievethisobjective.

The organization should ensure that the supplier of an AI system delivers appropriate and adequate
documentationrelatedtotheAIsystem (seeB.6.2.7andB.8.2).

B.10.4 Customers

Control

Theorganizationshouldensurethat itsresponsibleapproach to the development anduse ofAI systems
considerstheircustomerexpectationsandneeds.

Implementation guidance

The organization should understand customer expectations and needswhen it is supplying a product
or service related to an AI system (i.e. when it is itself a supplier). These can come in the form of
requirements for the product or service itself during a design or engineering phase, or in the form of
contractual requirements or general usage agreements. One organization can have many different
typesofcustomerrelationships,andthesecan allhave different needs and expectations.

The organization should particularly understand the complex nature of supplier and customer
relationshipsandunderstandwhereresponsibility lieswith the provider of theAI system andwhere it
lieswith thecustomer,whilestillmeetingneeds and expectations.
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Forexample, theorganizationcanidentifyrisks related to the use ofitsAIproducts and servicesby the
customerandcandecidetotreat the identified risksby giving appropriate information to its customer,
sothat thecustomercanthentreatthecorresponding risks.

As an example ofappropriate information, when anAI system is valid for a certain domain ofuse, the
limitsofthedomainshouldbecommunicated to the customer. SeeB.6.2.7 andB.8.2.
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Annex C
(informative)

Potential AI-related organizational objectives and risk sources

C.1 General

This annex outlines potential organizational objectives, risk sources and descriptions that can be
considered by the organization when managing risks. This annex is not intended to be exhaustive or
applicable for every organization. The organization should determine the objectives and risk sources
that are relevant. ISO/IEC 23894 provides more detailed information on these objectives and risk
sources, and their relationship to risk management. Evaluation of AI systems, initially, regularly
and when warranted, provides evidence that an AI system is being assessed against organizational
objectives.

C.2 Objectives

C.2.1 Accountability

Theuse ofAI can change existingaccountability frameworks.Wherepreviously personswouldbeheld
accountablefortheiractions, theiractionscannowbesupportedbyorbasedontheuseofanAIsystem.

C.2.2 AI expertise

A selection of dedicated specialists with interdisciplinary skill sets and expertise in assessing,
developinganddeployingAIsystemsis needed.

C.2.3 Availability and quality of training and test data

AIsystemsbased onMLneedtraining,validationand test data in order to train andverify the systems
fortheintendedbehaviour.

C.2.4 Environmental impact

TheuseofAIcanhavepositive andnegative impacts on the environment.

C.2.5 Fairness

The inappropriate application ofAI systems for automated decision-making can be unfair to specific
persons or groups of persons.

C.2.6 Maintainability

Maintainability is relatedtothe ability of the organizationto handle modifications oftheAI system in
ordertocorrectdefectsoradjustto new requirements.

C.2.7 Privacy

The misuse or disclosure ofpersonal and sensitive data (e.g. health records) can have harmful effects
ondata subjects.
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C.2.8 Robustness

In AI, robustness properties demonstrate the ability (or inability) of the system to have comparable
performanceonnewdataas onthe data onwhich itwas trained or the data oftypical operations.

C.2.9 Safety

Safety relates to the expectation that a system does not, under defined conditions, lead to a state in
whichhumanlife,health,propertyorthe environment is endangered.

C.2.10 Security

Inthe context ofAI and inparticularwith regardtoAI systems based onML approaches, new security
issuesshouldbeconsideredbeyondclassical information and system security concerns.

C.2.11 Transparency and explainability

Transparency relates both to characteristics of an organization operating AI systems and to those
systems themselves. Explainability relates to explanations of important factors influencing the AI
systemresultsthatareprovidedtointerestedparties in awayunderstandable to humans.

C.3 Risk sources

C.3.1 Complexity of environment

WhenAIsystems operatein complex environments,wheretherange ofsituation is broad,there canbe
uncertaintyontheperformanceandthereforeasourceofrisk(e.g.complexenvironmentofautonomous
driving).

C.3.2 Lack of transparency and explainability

The inability to provide appropriate information to interested parties can be a source of risk (i.e. in
termsof trustworthinessandaccountabilityoftheorganization).

C.3.3 Level of automation

The level of automation can have an impact on various areas of concerns, such as safety, fairness or
security.

C.3.4 Risk sources related to machine learning

The quality ofdata used for ML andthe process usedto collect data canbe sources ofrisk, asthey can
impactobjectivessuchassafetyand robustness (e.g. due to issues in data quality or data poisoning).

C.3.5 System hardware issues

Risk sources related to hardware include hardware errors based on defective components or
transferringtrainedMLmodelsbetweendifferentsystems.

C.3.6 System life cycle issues

Sources of risk can appear over the entire AI system life cycle (e.g. flaws in design, inadequate
deployment, lackofmaintenance, issueswithdecommissioning).
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C.3.7 Technology readiness

Risk sources can be relatedto less maturetechnology dueto unknown factors (e.g. system limitations
and boundary conditions, performance drift), but also due to the more mature technology due to
technologycomplacency.
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Annex D
(informative)

Use of the AI management system across domains or sectors

D.1 General

Thismanagement system is applicable to any organization developing, providing or using products or
services that utilize an AI system. Therefore, it is applicable potentially to a great variety ofproducts
and services, in different sectors, which are subject to obligations, good practices, expectations or
contractualcommitmenttowards interestedparties.Examples ofsectorsare:

— health;

— defence;

— transport;

— finance;

— employment;

— energy.
Various organizational objectives (see Annex C for possible objectives) can be considered for the
responsible developmentanduse ofanAI system.This documentprovides requirements and guidance
from an AI technology specific view. For several of the potential objectives, generic or sector-specific
management system standards exist. These management system standards consider the objective
usually from a technology neutral point of view, while the AI management system provides AI
technologyspecificconsiderations.

AI systems consist not only of components using AI technology, but can use a variety oftechnologies
and components. Responsible development and use of an AI system therefore requires taking into
account not only AI-specific considerations, but also the system as a whole with all the technologies
and components that are used. Even for the AI technology specific part, other aspects besides AI-
specific considerations should be taken into account. For example, as AI is an information processing
technology, information security applies generally to it. Objectives such as safety, security, privacy
and environmental impact should be managed holistically and not separately for AI and the other
components of the system. Integration of the AI management system with generic or sector-specific
management system standards for relevant topics is therefore essential for responsible development
anduseofanAI system.

D.2 Integration of AI management systemwith other management system
standards

When providing or using AI systems, the organization can have objectives or obligations related
to aspects which are topics of other management system standards. These can include, for example,
security,privacy,quality,respectivelytopicscovered inISO/IEC 27001, ISO/IEC 27701 and ISO9001.

When providing, using or developing AI systems, potential relevant generic management system
standards,butnot limitedto that, are:
— ISO/IEC 27001: In most contexts, security is key to achieving the objectives of the organization

with the AI system. The way an organization pursues security objectives depends on its context
andits ownpolicies. Ifan organizationidentifiestheneed to implement anAImanagement system
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and to address security objectives in a similar thorough and systematic way, it can implement
an information security management system in conformity with ISO/IEC 27001. Given that both
ISO/IEC 27001 and the AI management systems use the high-level structure, their integrated use
is facilitated and ofgreat benefit for the organization. In this case, the way to implement controls
which (partly) relate to information security inthis document (seeB.6.1.2) canbe integratedwith
theorganization’s implementationofISO/IEC 27001.

— ISO/IEC 27701: In many context and application domains, PIIs are processed by AI systems. The
organization canthen complywiththe applicable obligations for privacy andwith its own policies
andobjectives. Similarly,asfor ISO/IEC 27001, theorganization canbenefit from the integration of
ISO/IEC 27701with the AI management system. Privacy-related objectives and controls ofthe AI
managementsystem (seeB.2.3andB.5.4)canbeintegratedwiththeorganization’s implementation
ofISO/IEC 27701.

— ISO 9001: For many organizations, conformity to ISO 9001 is a key sign that they are customer-
orientedandgenuinelyconcernedaboutinternaleffectiveness. Independentconformityassessment
toISO9001facilitatesbusinessacrossorganizationsandinspirescustomerconfidenceinproductsor
services.Thelevelofcustomer’sconfidenceinanorganizationorAIsystemcanbehighlyreinforced
when an AI management system is implemented jointly with ISO 9001 when AI technologies are
involved. The AI management system can be complementary to the ISO 9001 requirements (risk
management,softwaredevelopment,supplychaincoherence,etc.) inhelpingthe organizationmeet
its objectives.

Besides the generic management system standards mentioned above, an AI management system can
alsobeusedjointlywithamanagement system dedicatedto a sector. For example, both ISO 22000 and
anAI management system are relevant for an AI system that is used for food production, preparation
and logistics. Another example is ISO 13485. The implementation of an AI management system can
support requirements related to medical device software in ISO 13485 or requirements from other
InternationalStandardsfromthemedicalsector such asIEC 62304.
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